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TEPMUWHBI 1 OITPEJEJIEHUSA

AyTteHTudukanus

bezonacHocts nudopmanu

I'ocynapcrBenHas
MH(POPMAaLIMOHHAs cCHCcTEMa

Hoctyn k uHpopmMauu

JlocTynHOCTh

3amuTa uHGOpMaK
OT HECAaHKIIMOHUPOBAHHOTO
JIOCTYyTIa

3amumaemast “HGOpMaIH

Nnentudukarnms

WNudopmannonnas cucrema

Nudopmanronusie pecypcebl

WNudopmannonHsle
TEXHOJIOTHH

WNudopmanus

KonTponupyemas 30Ha

KonduaennuaibHOCTh

JleiicTBHsI IO TpOBEpKE MOATUHHOCTH CyOBEKTa I0CTyIa B
UH(POPMALIMOHHON cucTeMe

CocrosiHMe 3aIUIEHHOCTH HHPOPMALIUH, IPH KOTOPOM
obecreyeHsl ee KOH(PUICHIIUAIbHOCTb, JOCTYITHOCTb U
[IEJIOCTHOCTh

NudopmanmonHas cuctema, co3jaBaeMas B LEJIX
peanu3ayy MOJTHOMOYHUI TOCYJapCTBEHHBIX OPIaHOB U
obecrieueHruss oOMeHa uH(OpManUed MEXIy OSTHUMH
OopraHamM, a TaKkKe B HWHBIX  YCTAHOBJICHHBIX
(benepanbHbBIMHU 3aKOHAMM LIEJSIX

Bo3MokHOCTB MOTydeHust HHpOpMaIiu 1 ee
UCTIOJTb30BaHHUS

CocrosiHue uHpOpMaLuy, XapaKTepu3yemoe
CIIOCOOHOCTBIO TEXHUYECKUX CPEICTB U
UH(POPMALIMOHHBIX TEXHOJIOT Ui o0ecreunBaTh
OecnpensTCTBEHHbIN JOCTYII K nHpopManuu
CyOBEKTOB, UMEIOIIUX Ha 3TO MOJHOMOYHS

3amuTa uHpOpMaLnH, HaIpaBJIEHHAs Ha
npeaoTBpalleHne HOJTy4YeHHUs 3alUIaeMon

UHPOPMALIMK  3aMHTEPECOBAHHBIMU  CYOBEKTaMU ¢
HApyIICHHEM  YCTAHOBIIEHHBIX  HOPMATUBHBIMH U
MPaBOBBIMHU JIOKYMEHTAaMHU (aKTaMHU) WK 00JaJaTessiMu
uHbOpMAaIU TIPaB WM MPABUII pa3TpaHUYEHUs JOCTYyMa
K 3aIuiaeMon nadopmanuu

Nudbopmanus, sBusomascs IpeaMeToM COOCTBEHHOCTH
U TIOJIEXKAIast 3alUTe B COOTBETCTBUU C TPEOOBAHHUSIMHU
MPaBOBBIX JIOKYMEHTOB WIH TpeOOBaHUAMU,
yCTaHABJIMBAEMBIMU COOCTBEHHHKOM MH(OPMALIUU
[IpucBoenune cyObekTaM U 00bEKTaM JI0CTyIa
uaeHTuduKaTopa u (WIin) CpaBHEHUE IPEIBIBISIEMOTO
uACHTU(UKATOPA C TIEPEYHEM TPUCBOSCHHBIX
UCHTU(UKATOPOB

COBOKYMHOCTh coJieprKalielics B 0a3ax JaHHBIX
uH(popMaIuu 1 00eCIeunBaIOIINX €€ 00pabOTKy
UH()OPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEICTB
OTnenbHBIE  JOKYMEHTHI ¥ OTIENbHBIE  MAaCCHUBBI
JOKYMEHTOB, JOKYMEHTbl U MAacCCUBBI JOKYMEHTOB,
coiepkamecs B MHQOPMAMOHHBIX  CHCTEMax
(bubmuotekax, apxuBax, (QoHgax, OaHKaxX AaHHBIX,
MH(POPMAIIMOHHBIX CUCTEMAaX APYTUX BUIOB)

[Iponecchl, MeToabl TOUCKa, cOopa, XpaHEHHS,
00paboTKH, MpeAOCTaBICHUSI, PaCIPOCTPAHEHUS
UHPOPMALIMU U CIOCOOBI OCYIIECTBICHUS TaKUX
IPOLIECCOB U METOJIOB

Caeznenus (cooOIIeHus, JaHHbIE) HE3aBUCUMO OT (OPMBI
UX TIPECTaBICHHUS

[IpocTpancTBO (TEppUTOpPHS, 3TaHUE, YACTD 37AHMUS), B
KOTOPOM HCKJIIOYEHO HEKOHTPOJIUpyeMoe MpeObIBaHHE
JIMII, HE UMEIOIINX MOCTOSTHHOTO WJIM Pa30BOTO JIOMYCKa,
Y TIOCTOPOHHUX TPAHCHOPTHBIX CPEICTB

OO0s3aTesibHOE 1711 BBINOJHEHUS JIMIOM, MOJIYYUBIIMM



O06paboTka nepcoHaIbHBIX
JTaHHBIX

Omnepatop

[TepcoHasibHbIE TaHHBIE

VYrpo3a 6e3omacHocTH

nHpopManuu

Y s3BUMOCTBD

IlenoctHOCTH

JIOCTYIl K OIpeaesieHHON HH(opMaiuy, TpeboBaHUE He
nepesaBaTh Takyr HHOOPMAIHMIO TPETHUM JHIaM 0e3
coryiacus ee ooagarens

JeiicTBust (omepaiuu) ¢ MepcOHATbHBIMU JTaHHBIMH,
BKJTIOYast COOp, CHCTEeMAaTH3aIliio, HAKOILICHHE,
XpaHEHue, YTOYHEHHE

(oOHOBIIEHUE, U3MEHEHUE), UCITIOJIb30BaHHE,
pacrpocTpaHeHue (B TOM YHCIIe Tiepeaaqy),
o0e3nnunBaHue, OJOKUPOBAaHHUE, YHUUTOXKEHHE
NEPCOHAIBHBIX JaHHBIX

TpaXJaHUH WIH IOPUANYECKOE JIUIO, OCYIIECTBISIONINE
NEeSATeNIbHOCTh M0  JKCIUTyaTaluuu WHGOPMAIMOHHOMN
CHCTEMBI, B TOM 4Hclie 1o 00paboTke uH(bOpMAIHH,
coJieprkanieiics B ee 6azax JaHHBIX

Jlrobas nHpOpMaLHsI, OTHOCSIIASACA K MPSIMO WIH
KOCBEHHO ONPEICIICHHOMY WJIH OMpeeIsieMOMy
duznyecKkomy JHILY

COBOKYNHOCTh YCIOBUM U (DaKTOPOB, CO3AAIOIINX
NOTEHIMATbHYI0O WM  PealbHO  CYIIECTBYIOIIYIO
OTIaCHOCTh, CBSI3aHHYIO C YTEUKOH WH(OpPMALWU W/WIH
HECAaHKIIMOHUPOBAHHBIMU W/WJIM HETpeIHaMEpPEHHBIMU
BO3JIEUCTBUSIMU Ha Hee

Henmocratok (crmabocth) mporpamMMHOTO (IMPOTPaMMHO-
TEXHUYECKOT0)  CpeAcTBa WiIM  MH()OpPMAIMOHHON
CHUCTEMBI B II€JIOM, KOTOPBIM (KOTOpas) MOXET OBITh
UCTIONIb30BaHa /Uil peayi3alliil  yrpo3 Oe30MacHOCTH
uHbopMaIuu

Y ceToi4nBOCTh uHpOpMaIuu K
HECAHKIMOHUPOBAHHOMY WIH ClIy4aifHOMY
BO3/JICHCTBMIO Ha Hee B TIpoliecce 00paboTKH
TEXHUYECKUMHU CPEACTBAMH, PE3YyJIbTaTOM KOTOPOTO
MOYET OBITh YHHUTOXECHHE U HCKKEHHE HHPOPMALIUU



I'OCTP
IHonutuka

I'BOY mkomna Ne 600

®OCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAILLIEHUA

— Tl'ocynapctBennsiit crannapt Poccuiickoit deneparuu
— IlonuTtnka mHpOpMaNMOHHON Oe3omacHOCTH ['ocymapcTBEHHOTO

OIO/DKETHOTO  00111e00pa30BaTEIPHOTO  YUPEKIACHUS  CPEAHEH
obmeoOpazoBatenbHo  mKoasl  Ne600 ¢ yrayOJieHHBIM
W3YYECHUEM aHTIncKoro a3bika [Ipumopckoro paiiona
Cankr-IlerepOypra

I'ocynapctBeHHOE OI0KETHOE o01eobpazoBaTebHOE
yUpeKICHUE cpennss obuieobpazoBarenbHas mkoaa Ne600 ¢
yri1yOJeHHBIM U3yYeHUEM aHTJIMMCKOro s3bIKa

[Tpumopckoro paitona Cankr-IlerepOypra

OdenepanpHas cayx0a 6e3onacHocTi Poccuiickoit denepanun
denepanbHas ciryk0a 1o TEXHHYECKOMY U KCIIOPTHOMY
KOHTPOJIIO



1 OBIIHME ITOJIOKEHUA

Hacrosmas Ilonmutuka sBisiercs IOKYMEHTOM, ONPEAEIISIOIIUM
HaIpaBJICHUS! JIE€ATENIbHOCTH B oOjacTu oOecriedeHus HHGOPMaLMOHHON
0e30macHOCTH M MPEJCTaBIseT COOON CHUCTEMAaTU3UPOBAHHOE M3JIOKEHHE
uenen u 3aaad MHGOpMAaMOHHONW 0€30IacHOCTH, KaK OJITHO WJIM HECKOJBKO
IIpaBWI, MPOLELYP, NPAKTUYECKUX IPUEMOB U PYKOBOAALIUX IPHUHLUIIOB,
KOTOppIMU ~ pykoBojcTByercas [BOY mkxoma Ne 600, a Takxke
OpPraHM3ALlMOHHBIX,  TEXHOJOTMYECKMX U  IPOLEIYyPHBIX  ACIEKTOB
oOecrieueHrss THPOPMAITMOHHOM O€30TaCHOCTH.

Ilonoxxennss Hacrosmed IlonuThkM He pacHpoCTpaHAIOTCS Ha
obOecrieueHne MHPOPMAIMOHHON OE30MaCHOCTH CBEIEHUMN, COCTABJISIOIINX
roCy/IlapCTBEHHYO TalHYy.

OcHoBHOU 3amaueit B o00sacTd HMHPOPMAMOHHON O€30MaCHOCTH
I'BOY mxona Ne600 mnpuszHaeT COBEPIICHCTBOBAHME MEP M CPEIACTB
oOecniedyeHus: 3amuTel MHPOpManuu uHPOpManUOHHBIX pecypcoB ['BOY
mkoiabl Ne 600 B KOHTEKCTE pa3BUTHs 3aKOHOAATENbCTBA Poccuiickoin
@enepallii U HOPM PETYJIMPOBAHUS HH(DOPMALIMOHHOW JEATEIHOCTH B
TEKYIUX YCIOBUAX (PYHKIHMOHUPOBAHUS HH(POPMAILIMOHHOTO TOJIS.

[Ipu paspabotke IloMUTHKK YYUTHIBAIUCH OCHOBHBIE IPHHIIMIIBI
CO3JIaHMsl CUCTEM 3aLIUThl MH()OPMAIIUK, XapaKTEPUCTHUKU U BO3MOXKHOCTHU
OpPraHMU3allMOHHO-TEXHUYECKUX MEp M COBPEMEHHBIX IPOrPaMMHBIX U
anmnapaTHO-IIPOrPaMMHBIX CPEACTB 3alUThl HH(OPMAIIHH.

B pamkax cBoeil pearensHoctu ['BOY mkoma Ne 600 o0s3yercs
NPEINPUHAMATE BCE BO3MOKHBIE MEPHI IS 3aIIUTHl MH(POPMAIIUK OT yIrpo3
6e3omacHOCTH UH(OPMALIUH.

TpeboBanuss wWHDOPMAIMOHHOW  OE30MACHOCTH, COOTBETCTBYIOT
uensiMm  gestenbHoct ['BOY mkoner Ne 600 w mnpegHazHayeHbl AJid
CHIDKEHUSI PHUCKOB, CBSI3aHHBIX C peaqu3auuedl yrpo3 0e30MacHOCTH
uH(bOpMaInu.

[Tonutuka nocrynHa BceM padotHukam ['BOY mikoner Ne 600 u Bcem
M0JIb30BATENSIM €r0 PECYPCOB.

2 IIEJIA U 3AJIAYUM OBECIIEYEHUS TH®OPMAIIMOHHOM
BE3OITACHOCTH

Cy0bexTbl HHGOPMALMOHHBIN OTHOIICHU I
CyObekTamu npu obecriedeHud HHGOpMaMoHHOM Oe3omacHoctn B ['BOY
uikosie Ne 600 sBstroTCS:
® pPaOOTHHUKHU CTPYKTYPHBIX MOAPa3ACICHUN (B TOM YHCIIE YBOJICHHEIC);
e rpaxzaaHe, paboTarolMe [0 JOroBopaM  IpaxkIaHCKO-IIPaBOBOIO
XapakrTepa;
e (usnyeckue JHIA, NPEACTABUTENM KOHTPAareHTOB B  paMKax
WCTIOJIHEHUS! IOTOBOPHBIX 00S3aTENbCTB;
e (msuueckue nuna, noaasmue odpamenue B aapec I'bOY mkonsr Ne 600;
e OpUIMYECKUE JIMIA, B paMKaX UCIIOJIHEHMs JOTOBOPHBIX 0053aTENbCTB
WIA BO HCIOJHEHUH TpeOOBaHUI CO CTOPOHBI 3aKOHOJATENIbCTBA
Poccuiickoit denepanyu;
® Oprasbl roCcy/apCTBEHHOW BIIACTH.
O0bexThl NHPOPMALMOHHBIX OTHOIIEHUH
O0bexTamMu HHPOPMAITMOHHBIX OTHOILEHHUH SBIISIOTCS:
e uHbpopmanuonnsie pecypcbl [ BOY mkombsr Ne 600;
® TOCYIapCTBeHHbIE MH(OpPMAIMOHHBIE cHCTeMbl OmnepaTopoM KOTOPBIX



aeisierca I’ BOY mkona Ne 600;

MpoIecchl 00paboTkM WHGPOPMAIUU B HH(POPMAIIMOHHBIX CHCTEMaX
I'BOY mkonsr Ne 600, nHDOPMAITMOHHBIE TEXHOJIOTHH, PETJIAMEHTHI H
poLeAypsl cOopa, 00padOTKH, XpaHEHUS U Tiepeaadn HHPOPMAIUH;
nH(GOPMAITMOHHAS HHPPACTPYKTYpa, BKITIOYAIOIIAs CUCTEMBI
00paboOTKH, XpaHEeHWs U aHaiau3a HHPOpMaIHH, TporpaMMHBIE U
MPOrPaMMHO-AIIAPATHBIE CPEACTBA, B TOM YHCIE KaHAJIBI CBS3H W
TEJIEKOMMYHHUKAIUH;

CUCTCMbI U CPCACTBA 3aIIUTHI I/IH(bOpMaIlI/II/I, O6’beKTI)I U IIOMCUICHUS, B
KOTOPBIX pa3MeIleHbl cpeicTBa 00paboTKu nHGOpMaIUH.

Henau obecneuennsi uHPpOPMALMOHHOI §€30NACHOCTH

OcHoBHOM 1enbl0  obecriedeHuss HMH(POPMAIIMOHHONW  0€30MacHOCTH

I'BOY mxonsr Ne 600 sBAsAOTCS AEMCTBUS HANpaBJIEHbl Ha JTOCTHXKEHUE 3aILUThI
CyObEeKTOB MH(OPMAIMOHHBIX OTHOILIEHUH OT BO3MOXHOIO HAHECEHHUS UM
MaTepUAIbHOTO, (U3HMYECKOT0, MOPAIBHOIO MIM MHOTO YyIiepOa, MOCpeICTBOM
CJIy4aifHOTrO WJIM MpeIHaMEePEHHOI 0 BO3/1eHCTBHS Ha MH(OpMAIHIO, B TOM YHCIIE:

o0ecrieyeHns: 0TKa30yCTOMUMBOTO (PyHKIIMOHUPOBAHUS MPOTPAMMHBIX U
anmapatHo-tiporpaMMHbIX  cpeactB  [BOY  mkoner Ne 600 wu
NPEOCTABIISIEMBIX CEPBHCOB;

COOITIOJIEHHST TTPABOBOTO PEXHMMA HCIIOJIb30BAaHUS MAaCCHBOB U CPEICTB
00paboTku HHPOpMAIIHH;

NpPEOTBPALICHUS] Pealn3alui yrpo3 0e30MacHOCTH HWH(pOpMAlUU TpU
ocymiecTBiaeHun nestenbHocTd ['BOY mkomasr Ne 600.

3agaum obecrneyeHust HHPOPMALMOHHOM 0€30NACHOCTH

JocTmwkenne neneir obecrnieyeHuss MHGOOPMAIIMOHHON O€30MacHOCTH U

cBoiictB nHpopmaruu ['BOY mkomnsr Ne 600 permaeTcs cienyomuMy 3a1a4aMu:

3alIUThl OT HECAHKIMOHHUPOBAHHOTO JOCTyHna K HH(OPMAIHOHHBIM
pecypcaw;

pasTpaHMYeHHsT  JIOCTyNa  TOJNb30BaTelied K  MH()OPMAaIMOHHBIM,
amrmapaTHbIM, MMPOrPAMMHBIM U UHBIM pecypcaM;

pEerucTpalii U TMEPUOAUYECKOTO KOHTPOJS ACUCTBHM TMOJIb30BaTENICH
npu 00paboTKe 3amuniaeMoi HHpopMauy 1 NepruoOJUUECKUIl KOHTPOJIb
KOPPEKTHOCTH UX JEHCTBUH;

KOHTpPOJI  LIEJIOCTHOCTH  CpeIbl HCIOJHEHUS MporpaMm M ee
BOCCTaHOBJICHHE B CIIy4ae HapyIICHUS;

obOecrieueHus ayTeHTU(DUKAIMK W WACHTU(UKALMKU TOJb30BaTeNeH,
Y4acTBYIOUIMX B HHGOPMAITMOHHOM OOMEHE;

o0OecrieyeHrs UCHPABHOCTH MPHUMEHAEMBbIX B  HH(OPMALMOHHBIX
cuctemax ['BOY mkonsr Ne 600 cpeacTs 3amuThl HHOOPMALINN;
CBOECBPEMEHHOTO  BBISIBJICHHE HCTOYHHUKOB  yrpo3  0E30MacHOCTH
UHPOpPMALIMU, TPUYHUH U YCJIOBUH, CHOCOOCTBYIONIMX HAHECEHHIO
yiiep6a 3aMHTEPECOBAHHBIM CYObEeKTaM MH(POPMAIIMOHHBIX OTHOIICHUH;
CO3JaHHEM CIY>KObl MOHHTOPMHIAa M pEarupoBaHUS Ha YIPO3bI
6e3omacHOCTH MH(OpPMAIIUK U HETaTUBHBIC TIOCIIEICTBUS,

CO3aHMEM YCJIOBUHM i MHHHMH3AIMM HAHOCHMOTO  ymiepOa
HETPaBOMEPHBIMH JIEHCTBHUSAMH, U yCTPAHEHHUE TOCIEACTBUN HAPYIICHUS
nHdopmarmonHoi 6e3omacHocty B 'bOY mkomne Ne 600.

Pemenne BwimenepeuncineHHslx 3agad B I'BOY mkome Ne 600

OCYHIECTBIISICTCS ~ TOCPEACTBOM:  ydeTa  BCeX  MMOUISKAIIUX  3aIluTe
MH(POPMALIMOHHBIX PECYPCOB;

JKypHaIUPOBaHUS JNENCTBUN IepcoHaia, OCYILECTBIAIOIIETO



oOcinyXKuBaHUE H MOAU(DHUKAIMIO TPOTPAMMHBIX M TMPOTPAMMHO-
arnmapaTHBIX CPEeJICTB HHGOPMAIITMOHHBIX CUCTEM;

e perjaMeHTallMM TpoleccoB 00paboTku  uHbOpManuu, JAeWCTBUN
pabotHukoB ['BOY mkonsr Ne 600, oCyIIECTBISIOMUX IKCILTYaTAIHIO
IPOrPaMMHBIX M IPOrpPaMMHO-aIIapaTHBIX CpPEACTB, HA OCHOBE
YTBEP>KACHHBIX OPraHU3aI[MOHHO-PACTIOPSIUTEIBHBIX JTOKYMEHTOB IO
3anTe HHPOpPMaLny;

e Ha3HAueHUs U TMOJArOTOBKOM pabOTHHUKOB, OTBETCTBEHHBIX 3a
OpraHM3alMI0 U OCYHIECTBICHUE MEPONPHUITHH 1O 00ecrnedyeHuro
uHpopmannonHoi 6e3onacHoct B [ BOY mkosue Ne 600;

® HAACICHUS KAXKIOTO paOOTHHKA MHHHUMAJIBHO HEOOXOIUMBIMU
npaBaMu Tipu paboTe B MHPOPMAITMOHHON MH(PACTPYKType COTIIACHO
UX JOJKHOCTHBIM 00SI3aHHOCTSIM;

e coOmoneHuss  BceMH  pabOTHHKAMH,  SKCIUIyaTHPYIOUIUMH U
OOCTyXMBAIOIIMMH  MPOTPaMMHBIE W MPOTPaMMHO-aNIapaTHbIC
CpeIcTBa, TpeOoBaHMI OpraHU3alMOHHO-PACTIOPSAUTEIbHBIX
JOKYMEHTOB  TI0  BompocaM  o0ecredeHuss  MHGPOPMALMOHHOM
0€30IacHOCTH;

® [IEPCOHAJBHOM OTBETCTBEHHOCTBIO KaXJOro pabOTHHKA 3a CBOU
NCHCTBHSI, Y4YaCTBYIOIIETO B paMKaX CBOUX (DYHKIIMOHAIBHBIX
o0s3aHHOCTE B  mpoleccax AaBTOMATU3UPOBAHHOW  0OpabOTKH
uHPOpPMALMM ¥ MMEIOUIETO JOCTYN K pecypcam HH(OPMAIMOHHBIX
CHUCTEM,;

e peanu3anuell TEXHOJOTHYECKHUX MpoIleccoB 00paboTku uHpopmanuu ¢
HCIIOJIb30BAaHUEM KOMIUIEKCOB OPIaHM3AallMOHHO-TEXHUYECKUX MEp
3alUThl  MPOTPAMMHOTO  OOecreyueHus, MpPOrpaMMHO-aIapaTHBIX
CPEICTB;

e TPUHATHS Mep MO 00ecIeueHUI0 (PU3MIECKOH METOCTHOCTH MPOrPaMMHO-
anmapaTHBIX CPEACTB HWH(POPMAIMOHHBIX CHCTEM H IO KaHuEeM
HEO0OXOJUMOTO YPOBHSI 3alUIIIEHHOCTH KOMIIOHEHTOB;

® CIIOJIb30BAaHUS TMPOTPAMMHBIX M MPOTPAMMHO-AMIIAPATHBIX CPEICTB
3amuThl uH(popManuu  oOpabareiBaeMoM B ['BOY mkone Ne 600 u
aJIMMHUACTPATUBHOMN MOJACPKKON X UCTIOIH30BAHUS;

® KOHTPOJS COONIOACHUS TOJB30BATENSIMU WH(OPMAIMOHHBIX CHCTEM
TpeboBaHUi 1O 0OecTieueHHI0 HH(DOPMAITMOHHOM 0€30MMaCHOCTH;

e 1mpoBeneHuss aHanu3a OPQPEKTUBHOCTU TMPHUHATBIX MEp  3aIIUTHI
nH(bOpMaILlUU U TPUMEHSEMBIX CPENICTB 3alIUThl HHGOPMAIUU B
I'BOY mxoie Ne 600;

e pa3pabOTKM W peaM3alud TPEJIOKEHUH I10 COBEPIICHCTBOBAHUIO
cuctem 3amuThl nHGopmanuu B ['BOY mkone Ne 600.

3 MPUHIIUIIBI OGECTIEYEHUS HTHO®OPMAIIMOHHON
BE3OITACHOCTH

ObecrieucHme “H(pOpMAITMOHHOM 0e30macHOCTH, JTOJIKHO
OCYLIECTBIATECA B COOTBETCTBUM CO  CJIEAYIOIIMMH  OCHOBHBIMU
MIPUHITUTIAMH:

IpyuHUMI 3aKOHHOCTH

[Ipu BBIOOpE MEPONPUATHI IO 3amuTe WHPOPMALUHU, TOIHKHO
coOmoaTbes IEHCTBYIOIIEe 3aKoHOAaTenbcTBO Poccuiickoit denepanuu B
cdepe 3ammuThl HHPOPMAITUH.

Bce paboTHHUKHU JOJDKHBI HMETh MIPEICTABIICHHUE 00



OTBETCTBEHHOCTH 32 TNPAaBOHApYLICHUS B cepe 3auuThl HHPOPMALUH.
[IporpammHoO-anmnaparHsle cpeacTBa, npuMensaeMsle B ' BOY mkone Ne 600,
JOJDKHBI UIMETh COOTBETCTBYIOIME JIMIIEH3UH, OQHUIIMAIBHO MPUOOpETaThCs
y TpeacTaBuUTeNed  pa3pabOTUYMKOB JTUX CPEACTB WM  SIBISTHCS
MHTEJUIEKTYalIbHON coocTBeHHOCThIO ' BOY mikonsr Ne 600.

IIpuHIMI CHCTEMHOCTH

[Tpu co3laHMM CUCTEMBI 3aLUTHI JOJDKHBI YUUTBHIBATHCS AKTyaJbHbBIE
yrpo3bl 6e30macHOCTH WHGOPMAIUH, BO3MOXKHBIE OOBEKTHl M HANPaBIICHUS
aTak Ha Hee CO CTOpPOHBI HapymmuTeneil. Cucrema 3alUTHl JIOJDKHA
CTPOUTHCSI C YYETOM HE TOJBKO M3BECTHBIX KAHAJIOB YTEUKH MH(OpMAIUH,
HO M C YYeTOM BO3MOXHOCTH TIOSIBJICHUS HOBBIX YSA3BHUMOCTEH B
MPOrpaMMHOM 00€CTICUEHHUH.

[puHOHMN KOMIJIEKCHOCTH

KommnekcHoe  MCHOJBb30BaHHME  CPEJCTB  3alIUThl  MHGPOpPMALUU
NPEJIoiIaraeT COTJIACOBAHHOE IPHMEHEHHE IPH IOCTPOSHHH IEIOCTHOM
CHCTEMBbl  3alllUThl, MEPEKPHIBAIOIICH BCE  CYIIECTBEHHbIE  YIPO3bI
6e3omacHocTH MHGOpPMAIMU. 3alUTa JOHKHA CTPOUTHCS JIISITOHUPOBAHO.
dusnyeckas 3aliuTa J0JKHA oOecrieuyuBaTbes (PU3MUECKMMH CPEJICTBAMU U
OpTaHU3aIMOHHBIMI MEPaMHU.

[Ipu mocTpoeHuu, BHEAPEHUHM M OSKCIUTyaTallMd CHCTEMbl 3alllUThl
uHpopmanuu pykoBoactso ' BOY mkona Ne 600 obecrieunBaeT yciaoBust IS
3GGEKTUBHON KOOpJAMHALMM JeHCTBUH BcexX JHIl, 00ecHeyuBaroIInuX
MH(GOPMALIMOHHYIO 6€30IaCHOCTb.

I[IpuHOMN cCBOEBPEeMEHHOCTH

PazpaGotka cucteMbl 3amuThl HMHGOPMAIMKU JOJDKHA BECTHUCH
napajuieJIbHO ¢ pa3paboTKoi U MHPOPMAIMOHHON CHUCTEMBI. DTO MO3BOJIUT
yuecTb TpeOOBaHUs OE30MAaCHOCTH MPH MPOEKTUPOBAHUU APXUTEKTYpPHI U, B
KOHEYHOM cYeTe, co3aTh 0osee 3PpeKTuBHbIE HHPOPMAIIMOHHBIE CUCTEMBI,
o0Jafaronue T0CTaTOYHbIM YPOBHEM 3alIUIIIEHHOCTH.

[puHOMI NpeeMCTBEHHOCTH

[TocTosiHHOE  COBEpIIEHCTBOBAaHHME MEpP M CPEACTB  3alllUThHI
MHPOpPMAIMM HA OCHOBE MPEEMCTBEHHOCTHM  OpTraHU3AIMOHHBIX H
TEXHUYECKUX PELIeHUH, KaJpOBOIO COCTaBa, aHAINW3a (PYHKIHUOHUPOBAHMS
WHPOPMALIMOHHBIX CHCTEM M CHUCTEMBI €€ 3allUThl C  Y4EeTOM
M3MEHEHUH B METOJ[axX M CpeACTBax INepexsara MH(OpMAIMK, HOPMAaTUBHBIX
TpeOoBaHUil MO 3aLUTe uHbOopMaIuu.

IIpuHIMNI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpaT Ha oOecriedueHre WHGOPMAIMOHHON
0€30IaCHOCTH M LIEHHOCTH HWH()OPMALMOHHBIX PECYpCOB Ha BEIUYUHY
BO3MOYKHOTO yIep0a OT UX pa3rialleHus, YHHYTOXKCHUS W WCKaKEHHUS.
Hcnonb3yembple Mepbl U CpEACTBA 3aLIUThl HMH(POPMALUU HE JOJDKHBI
YXyAIIaTh 3PrOHOMHYECKHE ITOKA3aTeNd KOMIIOHEHTOB HH()OPMAIIMOHHBIX
CHCTEM.

IIpuHUHUN 0TBETCTBEHHOCTH

BosnojxxeHne OTBETCTBEHHOCTH 3a oOecredyeHre O0e30IacHOCTH
uHbopMaluu U ee 00pabOTKM Ha Kaxkaoro pabOTHHMKa B Ipelenax ero
MOJTHOMOYMH. B COOTBETCTBUU € 3TUM NPUHIMIIOM paclpelieieHue MpaB U
00s13aHHOCTEM pPAaOOTHUKOB CTPOUTCA TaKUM OOpa3oM, 4yTOOBl B Cilydae
J000r0 HapyIIeHUs! ObLUT U3BECTEH HAPYLIUTENb.

IpuHOMND 000CHOBAHHOCTH M TEXHUYECKOH peain3yeMocTH
NHpopMalMOHHbIE TEXHOJIOTUH, MPOrpaMMHBIE U MPOTrPAMMHO-



amnmnapaTtHbiC CpCACTBA, MCPbI 3allUThI I/IH(I)OpMaI_II/II/I JOJIXKHBI OBITE
pC€ain30BaHbl IO COBPCMCHHBIM PCHICHUAM, 00OCHOBAHEI C TOYKH 3pCHHUA
JOCTHUKCHU A 3aJaHHOT'O YpPOBHA 3allUIICHHOCTHU I/IH(bOpMaI_II/II/I n
SKOHOMHYECKOMH HeHeC006pa3HOCTI/I, a TaKXEC COOTBETCTBOBATH
YCTAaHOBJICHHBIM HOpMaM U Tpe60BaHI/I$IM 1o OC30IMaCHOCTH I/IH(bOpMaI_[I/II/I.

IIpunuun npodeccuonaanma
Peanuzanuss mep 3ammrthl MHGOpPMAMKM M IKCIUTyaTalUsi CpeiCTB

3alIUThI I/IH(i)OpMaHI/II/I AOJDKHA OCYHICCTBIIATHCA HpO(beCCI/IOHaJ'IBHLIMI/I
crieqyuaInCTaMiu.

[IpuBnedyeHne cHenuaau3upPOBAHHBIX OpTaHW3alMid K pa3paboTke

CPEACTB U pealM3allud Mep 3alUThl MH(OpMAIMH, MOJIrOTOBICHHBIX K
KOHKPETHOMY BHUJIY JEATEJBHOCTH IO obOecreyeHuo 0e30MacHOCTH
MH(POPMALIMOHHBIX PECYPCOB, MMEIOLIMX ONBIT MPAKTUYECKOH pabdoThl U
JIMIICH3UH Ha MIPaBO OKAa3aHUs YCIyT B 9TOH 001acTH.

IIpuHIUN MUHMMHU3aUM IPUBUJIETHH MOJIb30BaTe el
OGecnieueHue I10JIb30BaTENeN NPUBUIIETUSMHU MUHHMAaJIbHO

JIOCTAaTOYHBIMH JUIS BBIIIOJIHEHNSI NUMHU CBOMX IOJDKHOCTHBIX OOSI3aHHOCTEH B
I'BOY mikone Ne 600.

4 OCHOBHBIE TPEBOBAHUA o JAIUTE

NH®OPMAIIUUA OT'PAHUYEHHOI'O JOCTVYITIA

Cucrema 3amutbl HHGOPMAIMK JOJDKHA TPEIyCMaTPUBATh KOMILIEKC

OpPraHMU3AIMOHHBIX, MPOTPAMMHBIX W MPOTPAMMHO-aNMNapaTHBIX CPEICTB H
Mep MO 3amuTe HWH(OpMAaIUU B Mporiecce ee 00paboTKH.

Brinonnenue Tpe60BaHHfI AOCTHUTAaCTCA 3a CUYCT peaiM3alluid Ha

o0beKTax MH(OPMATHU3ALKUU MEp T10 3alHUTe HHPOPMALIUU:

UACHTUQHUKAIIMA W ayTeHTU(PUKAIMH CyOBEKTOB JOCTYNMa M OOBEKTOB

JOCTYyIa; YIPaBIECHUIO JOCTYIIOM CyOBEKTOB JOCTYIa K 00bEKTaM J0CTYIa;

OrPaHUYEHHIO IPOTPAMMHON Cpebl;

3all[UTe MAaIIMHHBIX HOCUTENEW NEepCOHAIBHBIX JaHHBIX; PETUCTPaLUu

COOBITHH 0€30ITaCHOCTH;

® aHTUBUPYCHOM 3amiuTe; 0OHAPYKEHUIO BTOPKEHMI;

® KOHTPOJIO (AaHAITHM3Y) 3aAIUIICHHOCTH MTEPCOHABHBIX JTAHHBIX;

e 00eCrneyeHuIo eJOCTHOCTH MH(POPMAIIMOHHON CUCTEMBI M TIEPCOHAIIBHBIX
JAHHBIX; 00ECIIEYEHUIO JOCTYIHOCTH N€PCOHABHBIX JaHHbIX;

®  3aIUTHI CPENbl BUPTYAIN3allii; 3alUThl TEXHUYECKUX CPENICTB;

® 3amMThl MH()OPMAIMOHHOW CHUCTEMBI, €€ CpEACTB, CHUCTEM CBSI3H U
nepeaayy JaHHbIX; BBISBICHUIO MHLIUACHTOB U PEaripoOBaHUE HA HUX;

e ympaBlIeHUIO KOH(Urypanuei HWHPOPMALMOHHON CHUCTEMBI U CHCTEMbI
3aLUTHI IEPCOHANBHBIX TAHHBIX.

I'BOY mikona Ne 600, kak obnaaaTens HHPOPMALIUU OIPAHUUYEHHOTO

JIOCTyTa, HPU OCYLIECTBIEHUHN CBOUX IPaB 00s13aHO:

o

coONIoaTh MpaBa W 3aKOHHBIE HWHTEPEChl WHBIX JUI[; NPUHUMATH
HE0OXO0IMMBIE MEPHI 110 3alTuTe HHHOPMAITUH;

OTpaHUYMBATH JIOCTYNl K HWHPOpPMALUHU, €CIW Takas 00sS3aHHOCTh
YCTaHOBJICHA 3aKOHOIATeIbCTBOM Poccuiickoit deaeparuu.

B Ttom umcne I'BOY mkonma Ne 600, BmpaBe, eciu HHOE HE

MPEAYCMOTPEHO 3aKOHOMaTeIbcTBOM Poccutickoit deneparuu:

©)

paspemiaTb WIM OrPaHUYMBATH JOCTYH K HWHGOpPMAIUH, OINPEAEIsATh
NOPSZIOK U YCIIOBUS TAKOTO JIOCTYIA;

UCIOJB30BaTh HMH(OpPMALNIO, B TOM YHCJIE paclpoCTpaHATh ee, 0
CBOEMY YCMOTPEHHMIO; IepefaBaTh WH(POPMALMUIO APYTHUM JHMIAM Ha



YCTaHOBJICHHOM 3aKOHOJATEJILCTBOM Poccuiickoit denepaunu
OCHOBaHUW;

O 3allMIIAaTh  YCTAaHOBJIEHHBIMH  3aKOHOAATENbCTBOM  Poccuiickoit
@enepanuu criocodaMy CBOU MpaBa B Cilydyae HE3aKOHHOTO MOJyYEHUS
UH(POPMALIMHU WU €€ HE3aKOHHOTO HMCIOJIb30BaHUS MHBIMH JIHIIAMHU;

O OCYUIECTBIIATh HWHBIE JEHUCTBUS C HHPOpMAIMel Wi pa3periarhb
OCYILECTBJICHUE TAaKUX JEHCTBHUM, €CIU ITU ACHUCTBUS HE NPOTHUBOpPEUYAT
denepanbHBIM 3aKOHAM U JPYIMM  HOPMATHUBHO-TIPABOBBIM aKTam
Poccuiickoit ®eneparun.

3ammra “HGOpPMALMKM OTPAaHUYEHHOTO JOCTyHa MHpeACTaBisieT coOoil

MPUHATHE OPraHU3aIl[MOHHBIX U TEXHUYECKUX MEp, HAIIPABJIEHHBIX Ha:

e coOmoneHne  KoH(puaeHIMaTbHOCTH  WHMOpManuu  (MCKIIOUEHHE
HENPaBOMEPHOI'O  JIOCTYIA, KOIMPOBAHUS, IPENOCTABICHUS WM
pacrpocTpaneHust HHPOPMAIIHH );

e obecrieueHue LEJIOCTHOCTH uHbOopMaIuu (McKIIrOueHue
HETIPaBOMEPHOTO YHUUTOXESHHS WIH MOIUGPHUIIMPOBAHUS HHPOPMALINH);

e peamu3alMi0 TpaBa Ha JOCTyn K wuHpopManuu (UCKIIOUCHUE
HEIPaBOMEPHOro OJIOKUPOBaHUS UH(OpMALIUN).

CpenctBa 3ammTbl  MH(OpMAlMKM BHEAPSIOTCS IO  pe3yJsibTaTaM

MIPOBEJICHUS OLIEHKU PUCKOB MHPOPMAIIMOHHOM 0€30MacHOCTH.

Opranunzanus 3amuTsl HHGOpMALUK
[Ipu opranmzammu B ['BOY mkomne Ne 600 3amuTel uMHpOpMaIuH,

JIOJDKHBI BBIIOJHATHCS TpeOoBanusa denepanbHoro 3akoHa ot 27.07.2006 Ne

149-®3 «O6 wuHpopmanyy, UHPOPMAIMOHHBIX TEXHOJOTHUSX U O 3alUTe

UHPOpPMALIUK», KOTOpPBIE  PETyJUPYIOT  OTHOLICHHMS, CBSI3aHHbIE C

YCTaHOBJICHHEM, HW3MEHEHHEM U TpeKpalleHueM pexuMa o0paboTKu

sanmmaemMoil  umHdopmamuu. B Tom uymcne TpeOoBaHMS O  3alUTe

nH(pOpMaIH, HE COCTABIISIIOIIEH TOCYIApCTBEHHYIO TalHY, COEpIKaIehCs B

rOCYJapCTBEHHbIX MH()OPMALMOHHBIX CHUCTEMax YTBEpXKJIEHHbBIC MPUKA30M

OCTOIK Poccun ot 11.02.2013 Ne 17 «OO6 yTBepkaeHun TpeOOBaHHI O

3ammTe MH(QOpPMAlMM, HE COCTABIISIOUICH TOCYNapCTBEHHYIO TaiiHy,

coJiepKalieiicss B TOCYJapCTBEHHbIX HHGOPMAIMOHHBIX CHCTEMax» JUIs
rOCyJJapCTBEHHbBIX MH(POPMAIMOHHBIX cUcTeM 10 KoTopsiM ['BOY mikona Ne

600 sBnsieTcs OnepaTopoMm.

B I'bOY mkone Ne 600 moMumo peanu3anvivi OCHOBHBIX MEp 3aIlUThI
MH(POPMALIUU OCYIIECTBIISETCS:

O peryispHas OLEHKa M  yNpaBiIeHHE pUCKaMH  HH(POPMAIMOHHOMN
0€30macHOCTH B COOTBETCTBHHM C YCTAaHOBJICHHBIMH TPOLEAYPaMU B
o0acTu ynpaBieHHs pUCKAMU;

o wuH(popMHpOBaHWE, OOyYCHHE W TIOBBINICHHE KBAIM(UKAIMA PAOOTHHKOB
I'BOY mikonsr Ne 600 B chepe napopMaIiioHHON 6€30IacHOCTH;

O MeTrojauYecKas IOMOUlb padOTHMKaM B  BONpocax  oOecreueHus
MH(POPMALIMOHHOM 0€30MacHOCTH;

O aHaJM3 U MOUCK BO3MOKHOCTEW IO TOBBIIICHUIO YPOBHSI 3aIUIIEHHOCTH
uHpOpMaIUH.

Jns opranmzanuu 3amutel nHGopmaruu, [ BOY mkona Ne 600 Bipase
NPUMEHATh CPEJACTBA W METOJbl TEXHUYECKOW 3alUThl, MPEANPUHUMATH
JIpyrue, HEe MPOTHBOpPEYAIlME 3aKOHOJATeNnbCcTBY Poccuiickoit denepanuu,
MEpBI.

B pamkax obecriedenusi 3amuThl MH(GOPMALMU, B paMKax TPYAOBBIX
OTHOLICHUH HEOOXOIUMO O3HAKOMHUTH IO/ POCHHCH PaOOTHUKOB, TOCTYII



KOTOPBIX K WHGOPMAIMU OTPAaHUUYEHHOTO JOCTyMa, HEOOXOAUM st
BBITIOJIHCHHUSI MMM CBOMX JOJDKHOCTHBIX OOSI3aHHOCTEH, C TepeyHeM
uH(pOpPMaIIMU OTPAaHHUUYEHHOTO JOCTyMa, W NpuHIATEIMEH B ['BOY mikomne Ne
600 mepamu 3amIUTHI UHYOPMALIHH.

Oco0eHHOCTH 321U THI MEPCOHATBHBIX JAHHBIX

[Tpu opranuzanuu o6pabotku B I'BOY mkone Ne 600 nepcoHanbHBIX
JAHHBIX HEOOXOJMMO PYKOBOACTBOBaThCsA TpeOoBaHUsAMHU DenepalbHOTO
3akoHa oT 27.07.2006 Ne 152-®3 «O nepcoHaIbHbIX JaHHBIX).

[Iepeuens Mep, BbiNoIHEHUE KOTOPBIX oOecnieunBaeT 'bOY mikona Ne
600 B kauecTBe onepaTopa NEPCOHAIBHBIX JAHHBIX, JOJDKEH BKIIIOUYATh:
HazHauenne B ['BOY mkone Ne 600 OTBETCTBEHHOTO 3a OPraHHU3AIUIO
00pabOTKH NEPCOHANIBHBIX JIaHHBIX;
pa3paboTKy [JOKYMEHTOB, ONpEACISAIOIIMX IpaBWjia B OTHOILEHHUH
00paboTku mepcoHanbHBIX AaHHBIX B ['BOY mxome Ne 600, nokaibHBIX
aKTOB I10 BOIpPOcaM 00pabOTKH MEPCOHAIBHBIX IaHHBIX;
NPUMEHEHHE OPTaHU3AIMOHHBIX U TEXHHUYECKUX Mep Mo 00ecreyeHHIo
0€30I1aCHOCTH MEPCOHAJIBHBIX JaHHBIX B COOTBETCTBMM €O CTaThed 19
@enepanpHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX
JAHHBIX;
BBINOJIHEHHE TPeOOBAHUI MO COCTaBY M COJEPKAHHIO OpPraHU3allMOHHBIX
U TEXHUYECKHX Mep Mo 0O0ecrnedyeHHt0 Oe30MacHOCTH IEPCOHATbHBIX
JAHHBIX TPU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMaX MEePCOHATBHBIX
naHHbIX yTBepKAEHHBIX [Ipukazom ®CTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBEpKIEHMM COCTaBa W COAEP)KAHUS OpPraHU3aLUMOHHBIX H
TEXHUYECKUX Mep MO OO0ecrneuyeHut0 Oe30MacHOCTH IEePCOHATIbHBIX
JAHHBIX TpU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAX MEPCOHATIBHBIX
TaHHBIXY;
OLEHKY  BpeAa, KOTOpbIi MOXeT ObITh HNpPUYMHEH CyObeKTaM
NEPCOHANBHBIX JAAHHBIX B ciaydyae HapyuieHus DenepanbHOro 3akoHa
Ne  152-®3, cooTHomIEHHWE YKa3aHHOIO Bpela U IMPUHUMAEMbIX
OIEpaTOpOM Mep, HAIPaBICHHbIX Ha O00eCHeYeHHe BBIIOIHEHUS
o0s3aHHOCTEMH, ipeaycMoTpeHHbIX DenepanbHbiM 3ak0HOM Ne 152-D3;
o3HakomsieHue paboTHukoB I'BOY mkoner Ne 600, HenmocpeacTBEHHO
OCYILECTBISIOMINX 00pabOTKy MEPCOHAIBHBIX NaHHBIX, C IMOJIOKEHUSIMU
3aKkoHoJarenbcTBa Poccuiickoin @enepanuy O NMEPCOHAIBHBIX JAHHBIX, B
TOM 4YHciae TpeOOBaHUSAMHM K  3alllUTe IEPCOHAJBHBIX  JAHHBIX,
JNOKyMeHTamu, omnpenestomumu tpedoBanus ['bOY mkoner Ne 600 B
OTHOLIEHHH OOpabOTKM TNEpPCOHANBHBIX MJAaHHBIX W OO0y4YeHue, IpH
HEOOXOIMMOCTH, YKa3aHHBIX PAOOTHUKOB.
OOecnieueHne 0e30MaCHOCTH TMEPCOHATBHBIX JAaHHBIX JOCTHraercs,
YaCTHOCTH:
OIIpeNIeIeHUeM YIpo3 M HapylmTenei O0e30macHOCTH MEepCOHATBHBIX
JaHHBIX TpU UX 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX
JAHHBIX;
® ONpEleCeHHEM YpPOBHS 3alIMIIEHHOCTH NEPCOHAIBHBIX JaHHBIX B
cooTBeTCTBMH ¢ TpeboBanmsmu IloctanoBnenust [IpaBurenbcTBa
Poccuiickoit denepanuu ot 01.11.2012 Ne 1119 «O6 yTBepxaeHUn
TpeOOBaHUIl K 3alllUTe NEPCOHAIBHBIX NaHHBIX NpU HUX OOpaboTKe B
UH(QOPMALMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTaHHBIX»;
® [IPUMEHEHHEM MPOIIEAINX B YCTAHOBJIEHHOM HOpPSJAKE MPOLEAypYy
OLIEHKU COOTBETCTBHS CPEJICTB 3aILUThl HH(POpMaIH;



e OlEHKOM  3(QGdEeKTUBHOCTHM  NPUHUMAEMBIX  Mep 1O  3aluTe
MEPCOHABHBIX JAHHBIX JIO BBOJA B IKCIUTyaTalHi0 WH(OPMAIMOHHOM
CHUCTEMBI IEPCOHAIBHBIX JaHHBIX;

® BOCCTAaHOBJICHMEM TMEPCOHAIbHBIX JIAHHBIX, BCIEACTBUE TMOJYyUYECHHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIIAa K HUM;

® YCTAaHOBJIEHMEM NpPaBWJI JOCTylla K [EpPCOHAIbHBIM  JaHHBIM,
oOpabarpiBaeMbIM B HMH(POPMAIMOHHBIX CHUCTEMaxX IEPCOHAJIBHBIX
JAHHBIX, a TaKke O0ecrneyeHueM pErucTpalud U yuyera BceX
JEUCTBUM,  COBEPIIAEMBIX C  NEPCOHAJIBHBIMU  JaHHBIMM B
WH(POPMAITMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX;

® KOHTPOJEM 3a MPUHUMAEMBIMH MEpamMu MO 3alllUTe IEePCOHAIBHBIX
JTAHHBIX W OMPEJCICHHOTO YPOBHS 3aIIMIIEHHOCTH WH(HOPMAIIMOHHBIX
CHUCTEMax TMEePCOHATBHBIX JAHHBIX B MIPOIIECCE €€ IKCILTyaTaIlnu.

5 OCHOBHBIE TPEBOBAHUSA K HNPOLECCAM
OBECHEYEHUS HH®OPMAIIMOHHOM BE3ONMACHOCTH

MeToaudeckoe pPYKOBOACTBO, pa3pabOTKy peUIeHWd T[0 3aluTe
nH(popMaIuu, CorjlacoBaHHWE BBIOOpA CPEJCTB BBIYMCIUTEIBHOW TEXHUKH,
MPOrPaMMHBIX M MPOrPaMMHO-AIMAPATHRIX CPEJCTB 3aIlIUTHl WH(GOpPMAIUH,
OpraHu3alMi0 padOT IO BBISBICHUIO BO3MOXHOCTEH W MPEIYIPEKICHUIO
yTeUKd M CBOICTB 3amuinaeMoil WHGOpMalUW, aTTECTalMI0 OOBEKTOB
nHpopmMaTH3an OCYIIECTBIISIOT KOMIICTCHTHBIC CTPYKTYpHBIE
noapasaenenus ['bOY kot Ne600.

dusnyeckas 6e30NaCHOCTh
[IpuHsATHIE OpraHU3allMOHHbIE W TEXHUYECKHE MEphl IO 3aIIUTe MOMELICHUN
I'BOY mxoner Ne 600, cepBepHOro M KOMMYTAI[MOHHOTO OOOpYyaOBaHUS,
aBTOMAaTH3MPOBAHHBIX Pa0OYMX MECT MOJb30BaTeNel HHPOPMALIMOHHBIX CUCTEM
I'BOY mikonst Ne 600 oGecrieynBarOT peannu3amuio CISAYIOMUX Mep MO:

O pa3rpaHUYeHUI0 JocTyna paboTHUKOB B momerneHus ['BOY mkoser Ne
600 B COOTBETCTBMM C UX THOJHOMOYMSAMHM U JOJDKHOCTHBIMH
00S13aHHOCTSIMHU;

o peructpauuu (akToB BXOAa PAOOTHUKOB B TIOMEUICHMs, B KOTOPBIX
BeJIeTCsl 00pabOTKa MEPCOHAIBbHBIX JIaHHBIX;

O KOHTpOJHpyeMoMy MpeObiBaHuI0 mocTopoHHUX juil B 'BOY mikone Ne
600 B momemieHHs, B KOTOPbIX BeneTcss o00OpaboTka HHpOpMaUU
OIPaHMYEHHOTO JIOCTyla UM  pa3MelleHbl ammapaTtHble  CpelCTBa
MH(GOPMALIMOHHON CUCTEMBI;

e OpraHu3aldd peXuMa KOHTPOJUPYEMOro BHOCA/BBIHOCA  CPEICTB
ob6pabotku mHpopMaiuu. [lomemenuss ['bOY mkoner Noe 600 momxKHBI
ObITh 00OpYJOBaHbl JETEKTOPAaMH OTHS U JbIMa, OTHETYIIUTEISIMH,
CHCTEeMaMH KOHIUIIMOHMPOBAHUS BO3JyXa, CpPEACTBAMH OXPAaHHO-
MOKapHOW CUTHAJIN3AIUU.

OcHOBHOE cepBEepHOE M KOMMYyTalmoHHoe oOopynoBanue ['bOY
mkonbl Ne 600 momKkHO OBITH 3alIUMIIEHO OT Tiepe0oeB B Moaaue
ANIEKTPOIHEPTUU IyTeM TMOAKIIOUYEHHUS K DJIEKTPOCETH C MPUMEHEHUEM
MCTOYHUKOB OecrepeOOifHOrO NMUTaHHUS W PE3EPBHOTO JIU3ENb-T€HEpaTopa.
Hcrounnku 6ecriepe0oMHOr0 MUTaHUS HEOOXOAMMO PETYIISIPHO TECTHPOBATH
U TPOBEPATH YHOJIHOMOYEHHBIM paboTHukaM ['BOY mkomasrt Ne 600 B
COOTBETCTBHH C PEKOMEHIALIUSAMU MTPOU3BOTUTEIS.

[TopTaTuBHBIE TEXHUYECKHE CpEACTBA HE JOJDKHBI OCTaBaThCS 3a
npeaenamMu KoHTposrpyemoit 30061 ' BOY mkonsr Ne 600 6e3 KOHTpOJIS CO
croponsl paboTHUKOB [ BOY mikomsr Ne 600.



be3onacHocTs Ha padoyeM MecTe

3ampemaercs BECTH 3allUCh MApoJe€l B OTKPBITOM BUAE Ha
MaTepuaIbHBIX HOCHTEJS, 32 UCKIIOUEHUEM CIIy4aeB, periaMeHTHPOBAHHBIX
METOJIOB XpaHEHMS.

JIOKyMeHTBI U1 HOCHUTENM C HH(pOpManueld OrpaHMYEHHOrO JOCTyma
JOJDKHBI yOupaThCcsi B oneyarbiBaeMble MecTa (ceidpl, mkadsl U T.IL.),
npu yxoae ¢ pabouero mecta. Ha aBTOomMatn3upoBaHHOM paboueM MecTe
[Tonmp3oBarenst pabouasi ceccust JOJDKHA OBITh NpepBaHa, pabo4Mil CTON
3a0nokupoBaH. Bxox monb3oBarenss B CUCTEMY HE JOJKEH BBIIOTHATHCS
aBTOMATHUYECKH.

JlokyMeHTBI, cojnepikaiie HH(DOpPMAIMI0 OrpaHHYEHHOTO JOCTYIIA,
JOJDKHBI  Cpa3y M3bIMAThCs M3 IEYaTaloUX YCTpOWCTB. [Ins yrunuzanuu
KOH(UICHIMATIBHBIX JOKYMEHTOB, JOJDKHBI HCIOIb30BAThCSI YHUUTOXKUTETH
JOKYMEHTOB He HIWKe 4 ypoBHA IO CTaHIapTy O€30MacHOCTH,
MPUMEHSIEMOMY K YHUUTOXKHUTEISIM JOKYMEHTOB.

[Ipu mcnonp30BaHUU MOOMJIBHBIX TEXHUYECKHX CPEICTB HEOOXOIUMO
coOMIOaTh JIOTOJIHUTENbHBIE MEpbl MO perjaMeHTallud M KOHTPOIIIO
UCIOJIb30BaHUsl B HH(MOPMALMOHHOM CHCTEME MOOMJIBHBIX TEXHHYECKUX
CPEICTB.

Haxoxnaenue mnpeacrtaBuTeneil IOpUAMYECKUX JIMII B paMKax
UCTIOJIHEHUS! IOTOBOPHBIX 0053aTENILCTB B MOMEIIEHUSIX B KOTOPBIX BEIETCS
oOpaboTka wuH(}OpPMAIMK  OTPAaHUYEHHOTO JIOCTyma HWHGOPMAIIMOHHON
CHCTEMBI, BO3MOXHO TOJIBKO B CONPOBOXAeHUU paboTHuKa [ BOY mikomnsr Ne
600 momymeHHoro 10 00paboTKH TaKoW HH(POPMAIIHH.

Pazmerienne TEXHMYECKMX CpEACTB  BbIBOJa uHpOpMaLUUd B
nomenieHussx ['BOY mixoner Ne 600 nmpous3BOIUTCS C YYETOM HCKIIOUYEHHUS
BO3MOXKHOCTH BU3yalIbHOTO IPOCMOTpa HH(POPMALUU ITOCTOPOHHUMHU
JUIaMM M pabOTHMKaMH, He JONYyIIEHHbIM K pabore C JaHHOU
uHpopmanuei.

TexHuyeckue cpencTBa JOJKHBI pa3MellaTbCsl U XPaHUTHCS TaKUM
o0pa3oM, YTOOBI COKpPAaTUTh BO3MOXHBIH DPUCK MOBPEXKIEHHUS M YIPO3bI
HECaHKIMOHUPOBAHHOI'O JIOCTYTIA.

Texnudeckoe o00cay;KMBaHNE 000PYAOBAHMA

Texunueckue cpenctsa ['bOY mikona Ne 600 n0KHBI IPOXOAUTH Ha
pEryJsipHOM OCHOBE CEpBHCHOE OOCIYXMBAaHHE B COOTBETCTBUHU C
pPEKOMEHIallMsIMU IPOU3BOAUTENEH 000py10BaHUS.

PemoHT u cepBucHoe oOcCTy)KMBaHHE OOOpPYAOBaHUS IOJKHBI
BBITIOJIHSITHCS TOJBKO KBATH(PUITUPOBAHHBIMH CTICTIHAIUCTAMH.

Texnuueckoe o0cyKuBaHue o0opyoBaHus CTOPOHHUMU
OpraHu3alMsIMM ~ HE  JOJDKHO TPUBOAUTH K  PUCKY  HapyLICHHs
KOH(UACHIIMATBHOCTH 3aIUIIIacMOi WHPOPMAITUH.

B3aumoneiicTBue ¢ TpeTbUMH JTMLIAMHA

B nensax obecneuenust nnpopmannonHoi 0ezonacHoctu 'bOY mikona
Ne600 mpu B3aMMOAEHCTBUM € TPETHbUMH JIMIIAMH JIOJDKHO BBINOJIHATH
CJIEIYIOIE MEPOTIPUATHS TI0:

® 3aKJIIOYCHHUIO COTJAIICHUS O HepasrlalleHun HWHGOpMaIuu
OTPaHUYEHHOTO JOCTyNa TMOJIYYeHHOW B XOJE€ HCIOJHEHUS
JIOTOBOPHBIX 0053aTENbCTB;

® OCYUIIECTBJICHHIO KOHTPOJISI 3a JEHUCTBUSIMHM IMpEICTaBUTEIEH
KOHTpPareHToB B TMpefaenax KoHTpoiupyemoi 30HbI ['BOY
mkossl Ne 600.



YnpasiieHne ’KU3HEHHBIM LUKJIOM HHPOPMALMOHHBIX CHCTEM
MeponpusiTiss B MpoLEcce KU3HEHHOrO IMKIa HH(POPMAIMOHHBIX
cucreM ['BOY mkonbsl Ne 600 momkHBI OBITH HAalpaBJIEHbI HA OoOecreYeHne
3amuUThl  MHGOpMalUMKW TpU  BBOJAE B JEWCTBHE, OKCIUIyaTalH,
COIIPOBOXACHUU U MOJIEPHU3ALIMH, BBIBOJIA U3 IKCILTyaTal|H.

OcHoBaHueM MpH pa3paboTke HHPOPMALMOHHBIX CHUCTEM JIOJDKHBI
SBJIATBCSA PELICHHUs NPUHATbIE Ha CTaaud (QOpPMHUpPOBaHUS TpeOOBaHMIA,
colepkamie  TpeOOBaHMUS B TOM  YHCIE IO CHUCTEME 3alllUThl
uH(popMaLuu.

Jlroboe miaHMpyeMoe K BHEAPEHHMIO HM3MEHEHHe HH(pOpMaIMOHHON
CUCTEMbI  IpEABAPUTENBHO  JIOJDKHO  OBITh  NpPOAHAJM3UPOBAHO  Ha
COBMECTMMOCTb U OTCYTCTBHE HapylIEHHH pabOTOCIOCOOHOCTH CUCTEMHBIX
KOMIIOHEHTOB B TOM YHCJI€ CPEJICTB 3aIUThl HHPOPMAIIIH.

PaboTsl Mo MozepHHU3aLMU UH(GOPMAIIMOHHON CHUCTEMBI, B TOM YHCIE
[0 YCTAaHOBKE MPOTPAMMHOIO OOecTeueHuss W OOHOBJICHUH, JIOJKHBI
IPOBOJIUTHCA B Hepabouee BpeMs WIM BpeMs HauMEHbIIeH pabodeit
Harpys3Ku.

[Tpu BbIBOJE W3 SKCIUTyaTalMd WHGOPMALMOHHBIX CHUCTEM JIOJIKHO
o0ecrneurnBaThCs rapaHTUPOBAHHOE yJaleHne 00padaThiBaeMOil U XpaHUMON
B HHUX MH(OpPMalUM C UCIOJB30BAaHUEM CPEICTB TapaHTHUPOBAHHOTO
YHUUTOXKEHUS UHGOpMalUu WIM NOyTeM (U3HYECKOTO YHUUYTOXKECHUS
HocuTenei nHpopMaImu.

Bce mpouenypsl obecrieueHus 3alMThl UHPOPMALUH, YCTaHOBJIEHHbBIE
B ['BOY mkosne Ne 600 B OTHOIIEHUH WH(POPMALMOHHBIX CUCTEM, TOJDKHBI
BBIIIOJHATBCST M KOHTPOJMPOBAThCS  OTBETCTBEHHBIMHM  JIMLIAMH  3a
OpraHu3aluio padboT 1o 3aumTe HHPOPMaLUH.

KonTpous noctyna k nHGopManuoOHHBIM CHCTEMaM

Bce paborhuku I'BOY mkxonsr Ne 600, nomymieHHele K paboTe ¢
MH(OPMALIMOHHBIMU CHCTEMaMU HECYT MEPCOHAIbHYIO OTBETCTBEHHOCTbH 3a
HapyIIEHHUs YCTaHOBJIEHHOTO NOpsiika 00paboTKKU MHPOpMALIUK.

YpoBeHb MOJHOMOYMN TOJb30BaTENII B HHPOPMAIMOHHOM CHCTEME
I'BOY mkonsr Ne 600 nomkeH oONpenenaTbcs B COOTBETCTBUU C €r0
JOJKHOCTHBIMU 00S3aHHOCTSIMHU.

Joctyn none3oBareneil kK nHGopMaunoHHbIM cucteMaM ['BOY mikosbt
Ne600 nomxeH KOHTPOJIMPOBATHCA AJAMMHUCTPATOPOM HHGPOPMAIMOHHOMN
CHUCTEMBI.

OcymecTBienue PETyJISIpHOTO KOHTPOJIA BBITIOJTHEHUS
OpPraHU3aLMOHHO-PACIIOPSIAUTEIbHBIX JOKYMEHTOB, KacaroluXcs
pernaMmentanmu  gomycka pabotHukoB ['BOY mxomer Ne 600 «k
MH(POPMALIMOHHBIM CUCTEMaM.

NnenTuduxkanus u ayreHTH(PUKaLUsA

Joctyn mnonb3oBareneil K HHGOPMALMOHHBIM CHUCTEMaM JOJDKEH
MIPEJIOCTABIISATHCSA TOJBKO IMOCIE YCIEHUIHOIO 3aBepUICHUs HIEHTU(UKALNY,
ayTeHTU(UKALIUH.

[TonydyeHue mnosib30BaTeneM MMEHM B UH(POPMAIMOHHON CHUCTEME U
naposisi, KOTOpble O0ecleurBaloT JOCTYN K HMH(OPMAIMOHHOM CHCTEME,
JIOJDKHO OCYILIECTBIISITHCS O MPEJCTABICHUIO PYKOBOAUTENS CTPYKTYPHOIO
M0Ipa3eIICHUS.

YnpasJiieHue 10CTYIIOM

B T'BOY mkone Ne 600 mOMKHO OCYIIECTBIATHCS YIPABICHUE
JOCTYIOM K HMH(QOPMAIIMOHHOM CHCTEME IOCPEICTBOM  pealu3aliu
HEOOXOIUMBIX METOJOB, THUIIOB M TMpaBWJI pasrpaHUYEHUs JIOCTyIa



nojb3oBaresiM  MH(opMarmonHoi cuctembl ['BOY mkonsr Ne 600. B
TOM yucie o0ecrneyeH 3alllUIICHHbI yAaJeHHbIH J0CTyln CyOBEeKTOB
JocTyna K OOBeKTaM JIOCTyNa 4Yepe3 BHEIIHWE HH(POPMALMOHHO-
TEJIEeKOMMYHUKALMOHHbBIE CETH.

Be3onacHocth npu padore ¢ HocUTeIAMH HHPOPMALMHT

Pa6otauku ['BOY mxonst Ne 600 AOMKHBI HCIONB30BaTh TOJIBKO
YUYTEHHBIE ChEMHbIE MAIIMHHbIE HOCHUTEIM HMH(POpPMALUH I BBINOJIHEHUS
CBOUX JOJDKHOCTHBIX 0Osi3aHHOCTEH. Vcrosib30BaHHE ChEMHBIX MAalllMHHBIX
Hocutenen uHpopmammu B ['BOY mxome Ne 600 B WMHBIX HENSIX CTPOro
3aIpeleHo.

CpemMHbIE MalIMHHBIE HOCHUTENM HMH(OpPMAMM JIOJKHBI XPaHUTCS B
OleYaThIBAEMBIX MIKadax, B IOMELICHUAX B KOTOPBIX MpPEeIyCMOTpEeHa
o0paboTka nHGOPMAIIMH OTPAHUYECHHOTO JIOCTYTIA.

B cnywae kpaxku WM IOTEPH CBEMHOIO MAUIMHHOIO HOCHUTEIS
nHboOpMalluy, a TaKK€ HMHBIX HHIUIEHTOB, KOTOpPbIE MOTYT IPUBECTH K
HapyLIEHUIO CBOMCTB MH(OPMAIMM OTPAHUYEHHOTO JIOCTYIA, JIOJIKHBI
IIPOBOJIUTHCS MEPONPUATHUS IO PACCIICJOBAHUIO TAKMX WHIUICHTOB.

IIpu BBIBOJE W3 DIKCIUlyaTallUd CHEMHOIO MAaIIMHHOIO HOCHUTENs
uHpopMaluy, Bce NaHHbIE, XpaHALIMECs Ha HEM, JIOJDKHBI ObITh YJaJE€HbI
ONpENeICHHOH  KOMHMCCHEH M3  yuciaa  pabOTHHUKOB,  CPEACTBOM
rapaHTUPOBAHHOTO YHUUTOKEHUS UH(OPMALIUU.

@®aKT YHUUTOKEHHsI MH(POPMALUU HAa ChEMHOM MAIIMHHOM HOCHUTEJe
uHpopmanuu ¢GuKcUpyercs B akre 00 YHMYTOXKEHUM HHPOpMAIUH €O
CbEMHOI'0 MAIIMHHOT'O HOCUTENSI MH()OPMAIIHH.

Perucrpauus codbITHii

B I'bBOVY mxone Ne 600 nomkHa OCYLIECTBIATBCA PETUCTPALNAU
coOBITUI 0€30I1aCHOCTH Ha BCEX KOMIIOHEHTaX HMH()OPMALMOHHBIX CHCTEM
I'BOY mkomer  Ne600, B KOTOpbIX 0OpabaTbIBaeTcs —3amuiiaemas
uH(popManus.

AHTHBHPYCHasI 3aIlIATA

B uensx oOHapyXeHHsS M YCTpaHEHHUS BPEJIOHOCHBIX IpPOrpaMM B
I'BOY mkone Ne600 mOMKHBI HMCIONB30BAThCS CPEACTBA AHTUBHPYCHOMN
3alUThl HHOPMALUH.

OO0s3arenbHOMY  KOHTPOJIIO  CPEACTBOM  AHTUBUPYCHOH  3aIlUTHI
nH(popMaIuK JOJKHA TOJIEKATh JIIo0ast uHpopManus (TEKCTOBBIC (ailiibl
M00bIX (popmaToB, (hailnbl JAHHBIX, UCTIONHAEMbIE (ailibl), Mmoilyyaemas |
nepeaaBaeMas 10  JIOKQJbHOM BBIYHCIUTENBHOW CETH B TOM YHCIE U
ceTsM OOILEro MoJb30BaHus, a Takke MH(OpMAaIHs, XpaHUMasi Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(OpMALIUU.

[Tpu ycraHOBKE MPOrpaMMHOr0 0OeCreueHHs] MU ero OOHOBJICHUS Ha
ceBepHOE  OOOpyJOBaHUE  JODKHA  ABTOMATUYECKHM  BBIIOJHATHCS
npeaBapuTeNbHas NpOBepKa [TaHHOTO NPOTrPaMMHOrO obOecreueHus Ha
OTCYTCTBHE BPEJOHOCHOI'O IIPOIPaMMHOT0 O0EeCTIeUeHUs!.

OOHoBnieHne 6a3 curHatyp s CPeACTBA AHTUBUPYCHOM 3alUThI
nH(GOpMaLUK JOKHBI OOHOBIISITECS €KETHEBHO.

[Tonp3oBarenu 6e3 mpaB aAMUHUCTPATOpa MHHOPMAIIMOHHON CUCTEMBbI
I'BOY kol Ne 600 He TOIKHBI UMETh BO3MOXHOCTh MOJIYUYEHHSI JOCTYyMa
K KOH(pUrypaluyu aHTUBUPYCHOT'O CPEJICTBA 3aLUTHI WM €r0 OTKIIOUEHHUS.

KoHTpoJIb 3a1MIIIEeHHOCTH NIEPCOHATIBHBIX JTAHHBIX

B mensx HCKIIOUEHHUs SKCILTyaTallud YsI3BUMOCTEH NpOrpaMMHOIO
obecriedeHus: JIOJKHbI HPOBOJUTCA  Pa0OTHl IO BBISBICHHUIO, aHAJIHU3Y
yS3BUMOCTEH MHPOPMAIIMOHHOM CUCTEMBI U OIIEPaTUBHOE YCTPaHEHUE BHOBb



BBISIBJICHHBIX YSA3BUMOCTEN. B TOM uMcne opraHmzanus KOHTPOJISI yCTaHOBKU
OOHOBJIGHHSI TPOTPAMMHOIO oOOecreyeHus] BKIIIOYasi CPEICTB  3alllUThI
UHpOpMaIUH.

Hcnoab3oBanue NpOrpaMMHOro odecnedeHust

Bribop mporpammHOro obGecredeHusi Ui MPOU3BOJICTBEHHBIX HYXK[
I'bOY mkoner Ne 600 pomkeH NPOU3BOAMTBCS B INPHOPUTETE K
OTE€YECTBEHHOMY, BHECEHHOIO B EMHBIN peecTp pOCCUICKUX MPOrpaMM JUIs
AJNIEKTPOHHBIX ~BBIYMCIUTENBHBIX MallMH H 0a3 [JaHHBIX. B cioyuae
OTCYTCTBMsI aHanmora B EauHOM peecTpe pOCCHMCKMX MpOrpaMM Ul
AJIEKTPOHHBIX BBIYMCIUTENBHBIX MAallMH M 0a3 JaHHBIX JOIyCKaeTCs
UCIOJIb30BaTh MPOTrPaMMHOI0 o0ecrieyeHre UMIOPTHOTO MPOU3BOICTBA.

Hcnoab3oBanue cpeacTs kpunrorpaguyeckoi 3amuTbl HHpopmanuu

Obecnieyenre 3amuThl MH(GOPMALKMU OrPAaHUYEHHOIO JOCTyNa OT
pacKpeITUsl, MOTUGHUKAIIMYA U HaBs3bIBaHUS (BBOJA JIOXKHOM WH(pOpMAaLUN)
npu ee nmepedade (MOATOTOBKE K Iepelaye) IO KaHajdaMm CBS3H,
MMEIOIIMM BBIXOJl 3a IMpelesibl KOHTPOJHUPYEMOH 30HBI 0bOecreunBaeTcs
IIPUMEHEHUEM CPEJICTB KpUNTOrpaduyecKoi 3amuThl UHGOPMALIUH.

[TpuoOperenune cpeAcTB KpUNTOrpaduueckoil 3amuThl UHPOpPMALUU
I'BOY mkomnoir Ne 600 ocymecTBisieTcsi Ha OCHOBaHHUHM JOTOBOPOB H
KOHTPAKTOB C JIMIIAMH MUMEIOIUMU AelcTByromyo juueH3no @Chb Poccun
Ha OCYLIECTBIIEHHWE JIEATEJBHOCTH IO pa3paboTKe, MPOU3BOJCTBY,
pacrpoCTpaHeHUI0  IU(POBANBHBIX  (KpUNTOrpa)uuyecKux)  CpeACTB,
MHOPMALIMOHHBIX ~ CHCTEM M TEJIIEKOMMYHHMKAI[MOHHBIX  CHCTEM,
3alIMIIEHHBIX C MCIOJIb30BaHUEM MIH(PPOBATBHBIX (KPUITOrpaPUUECKHX)
CPEICTB, BBIMOJIHEHUIO PabOT, OKa3aHHIO YCIYr B 00JacTH IIHU(pOBaHUS
uHpOopMaLuy, TEXHUUYECKOMY 00CITy’)KUBAHHIO 1 poBaTBHBIX
(xpunrorpadu4ecKux) CPEACTB, MH(GOPMaLMOHHBIX CUCTEM u
TEJIEKOMMYHUKALIMOHHBIX ~ CHCTEM, 3aIlMIICHHBIX C  HCIOJb30BAHUEM
MHUPPOBaIbHBIX (KpUNTOrpaUUECKUX) CPEACTB (3a MCKIIIOUEHUEM CIlydasd,
€ClIi TEeXHHYECKOoe 00CIy X HBaHHE MHU(POBATBHBIX (KPUITOrpauuyecKux)
CpeacTB, MH(DOPMALMOHHBIX CHCTEM M TEIEKOMMYHUKALMOHHBIX CHCTEM,
3alIMIIEHHBIX C MCIOJIb30BaHUEM MIH(PPOBATBHBIX (KPUITOrpaPUUECKHX)
CPEICTB, OCYIIECTBISETCS JJisi  OOecredeHus: COOCTBEHHBIX  HYXI
IOPUJIMYECKOTO JIUIA WIX UHAWBUAYAIBHOTO MPeIIPUHUMATES).

B umenax oprauzauumm M obecneuyeHUM mNepefayd MHGOpMAIMM MO
KaHajaM CBSI3H C HCIIOJIb30BAHUEM CPECTB
Kpunrorpaguueckoi  3amuThl  HMHGOpPMAlMK, a TaKXKe BBINOJIHEHUS
munen3uoHHbix TpedoBanuii ®Ch Poccun B 'BOY mkone Ne 600 nomxen
OBITh CO3/1aH OpraH KpUNTOrpaduuecKoi 3aluThl.

[Topranbubie pemenus I'BOY mkxoma Ne 600 ¢ BO3MOXKHOCTBIO
JI0CTyna ¢ cereil oOWero MoJIb30BaHUs JOJDKHBI B NPHOPUTETE
pa3palaThIBaTbCsl C OpraHM3alMeil 3alMIIEHHOr0 KaHajla IOCPEICTBOM
nporokona TLS ¢ noxnepxkkoit anropurmos ['OCT 34.10.

Hcnosib30Banne 3JIeKTPOHHOH MOYTHI
DJIeKTpOHHAs 1MoYTa A0HKHA ucnoib3oBaThesi B I BOY mikone Ne 600 ¢
[ENBI0  OpraHW3alud  OOMEHa JJIGKTPOHHBIMH  COOOIICHUSMHU  MEXITY
paboTHHUKaMU 1 CyOBeKTaMU WHPOPMALIMOHHOM 0€30MaCHOCTH.
[Tpu uCTONIBE30BaHUH AIMEKTPOHHON TOYTHI 3AMPEIACTCS:
e o0OMeH wuH(poOpMaIMEHd s CIY)KEOHOTrO IOJB30BAaHMSA, a TaKKe
UHPOpPMALIUEH OTPaHUYCHHOTO JOCTYIIA;
® [IPEJOCTaBIIEHUE JOCTYNA K AJIEKTPOHHOW TOYTE C HCIOJIBb30BaHUEM



JTAHHBIX CBOEW YUYETHOM 3alUCH TPETbUM JIULIAM;

e myOnMKanmusi CBOEro CIyXeOHOro ajpeca OJIEKTPOHHOM TOYTHI B
JNEKTPOHHBIX KaTalorax, Ha MOMCKOBBIX MalllMHAX M JAPYTUX pecypcax
cetu VIHTepHET B 1LENAX, HE CBSA3AHHBIX C HCIOJHEHHUEM CBOUX
JOJKHOCTHBIX 00513aHHOCTEH;

® T[IOJANHCKA N0 DJEKTPOHHOM TOYTE€ Ha pa3MyHblE pPEKIAMHbIE
MaTepuanbl, JHCTbl PACCHUIKH, DJEKTPOHHBIE >KypHaJlbl M T.JI., HE
CBSI3aHHBIE  C  BBINOJHEHHUEM  MOJb30BATENEM  JOJDKHOCTHBIX
0053aHHOCTEH;

® OTKpbITHE (3allyCcK Ha BBIMOJNHEHUE) (ailioB, MOJYYEHHBIX IO
JNIEKTPOHHOM TMoYTe WIM U3 pecypcoB cetu HWurtepHer, 06e3
NpeBapUTEIbHOM  TPOBEPKH HMX  AHTUBUPYCHBIM  MPOTPAMMHBIM
o0ecreyeHrneM.

Pabora B ceTsix 0011ero noJib30BaHus

I'BOY mkonma Ne 600 ocraBiser 3a coOoi mpaBo OJOKHPOBATH WU
OrpaHUYMBATh JOCTYI Pa0OTHHKAM K CETSIM CBSI3M OOILEro MOJb30BAaHUS, B
TOM umclie cetu MHTepHeT, conepikaHue KOTOPBIX HE MMEET OTHOILIEHUS K
WCTIOJIHEHHUIO JOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K MH(POPMAaIMOHHBIM
pecypcaMm, coAepKaHME€ U  HAMpPaBJICHHOCTb KOTOPBIX  3alperieHbl
3aKoHOaTenbCcTBOM Pocculickon denepanuu.

Nudopmanus o mocemiaembeix padbotHukamu ['BOY mkone Ne 600
MH(POPMALMOHHBIX PECYPCOB MPOTOKOIMPYETCS sl TIOCIEAYIOUIETO aHAIN3a
U, TpU HEOOXOAMMOCTH, MOXET OBbITh IMpeACTaBiIeHa PYKOBOAUTEISIM
CTPYKTYPHBIX I0Jipa3ziesieHui, a Takxke pykoBoautento I'bOY mkonsr Ne600
TUISL KOHTPOJISL.

[Ipu ncnonb3zoBannu cetu MHTEPHET 3anpeieHo:

ucnoas3oBaTh npenocrapieHHbd ['BOY mkomnoit Ne 600 noctyn B cerhb
WHTepHeT B NTUYHBIX LEIAX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MPOTPAMMHBIE U IMPOTPAMMHO-
anmapaTtHble CpPEeICTBA, IMO3BOJISIOIIME IONYYUTh HECAaHKLIMOHUPOBAHHBIN
JIOCTYyN K ceTh IHTepHeT;

nyOJIMKOBaTh, 3arpykaTb W PacHpOCTPAHATh MaTepHalbl, COJEpIKaIlIne
HenmocToBepHyro uHpopMmarmumio o ['BOY mkome Ne 600, a Takke

danbcudunuposats cBoit [P-agpec.

Pe3epBHOe KONMpoOBaHNe M BOCCTAHOBJICHHE JAHHBIX
Ocyl1recTBIICHHE PE3EPBHOTO KOMMUPOBAHUS JTOJHDKHO OCYIIIECTBISATHCS JIJISL:
o wuHpopmarun oopadbaTeiBaeMoil Ha (pailiioBoM cepBepe U cepBepe
MPUIOKEHUH, HTHPOPMAIIMOHHOM CHCTEMBI;
O pabo4Mx MECT aIMUHHCTPATOPOB UH(OPMAIIMOHHON CHCTEMBI.

YacTtoTa M peXuUM DPE3EPBHOIO KONHPOBAHMS YCTaHABJIMBAIOTCS TAKUM
o0pa3zom, 4ToObI 00€CIeuYnTh MUHUMAIBHYIO TIOTEPIO JAHHBIX M ONEPATHBHOE

BOCCTaHOBJICHHE.

Hacrpoiika pe3epBHOro KOINHUPOBAaHUSI M BOCCTAHOBJIICHUS PECYpPCOB
nndopmarmonueix cucreM [BOY mkomber Ne600 10KHBI TIPOBOJIUTH
ynonHomodeHHsle pabotHuku 'BOY mkomnsr Ne 600.

Pe3epBHOE KOMMpOBaHKE AOJMAKHO OCYIIECTBISATHCS B aBTOMAaTHUYECKOM
pexXuMe ¢ TPUMEHEHHEM  OTEYECTBEHHOTO  CIICIMAIM3UPOBAHHOTO
CpeICTBAa PE3EPBHOIO  KOMHPOBAHHUS C JCHCTBYIOIIUM CEpTUPUKATOM
COOTBETCTBHS 1O TpeboBaHusaM Oe3omacHoctd wuHpopMammun DPCTIK
Poccun.



6 OCHOBHBIE TPEBOBAHMSI K TIPOHECCAM YIIPABJIEHMSA
NH®OPMAIIMOHHOU BE3OITACHOCTbBIO

MonuTopuHr HH(pOPMALIMOHHOK 0€30I1ACHOCTH

Ha nocrosiHHON OCHOBE J1OJKEH HPOBOAUTHCS KOMIUIEKCHBIN aHalu3
¢byHkunonupoBanus uHpopmanuonHoi cuctembl I'BOY mikonsr Ne 600 u
BO3HHUKAIOIINX COOBITUN MHPOPMAIIMOHHON 0€3011aCHOCTH.

[Tporiecc MOHUTOpPHUHIAa CUCTEMbI oOecneueHus HH(OPMAIMOHHON
0€30MacHOCTH JIOJDKEH BKIIIOYaTh B €e0sl KOHTPOJIb OPraHU3alMOHHBIX M
TEXHHYECKUX Mep M0 3amuTe UHPOpMAaluM, aHajdu3 [apaMeTpoB
KOH(UTypaluy U HaCTPONKHU CPEICTB 3aIUThl HHPOPMAILIH.

[Ipy mpoBeAEHUMH KOHTPOJIBHBIX MEPOIPHUATUH, CBS3aHHBIX C
OIICHKOM peanu3anuu mep 1o 3ammte nHbopmaruu B 'BOY mxone Ne 600,
YIOJIHOMOYEHHbIE PA0OTHUKH JIOJDKHBI MPUAEPKUBATHCS  CIIETYHOIIUX
TIPUHIUTIOB!

O He HapymaTth (YHKUHOHHUpOBaHUE JesTeabHocTH ['BOY mikossl
Ne600;

O JeicTBOBAThH B COOTBETCTBUU c YTBEPKICHHBIMH
OpraHU3allMOHHO-PACHOPSAUTENIBHBIMU  TOKyMeHTaMu ['BOY
mkois! Ne 600 o 3ammre nHpopMarmm;

O HE CKpbIBaTh (PAKTbl BBIABICHHBIX COOBITUH WH(POPMALMOHHOM
0e30IacHOCTH;

O 0O(OPMIIATH OTYETHI, TIOATBEPKIAOIINE BBITOJIHEHHE MEPOTPUSTHIA
10 3aIMTe HHPOPMAaLUH.

Wndopmanys, mosyuyeHHass B XOJieé NPOBEICHHS KOHTPOJIUPYIOLIUX
MEpPONPUATHIA O IEHCTBUAX, COOBITUSAX U TapaMeTpax, UMEIOIUX OTHOIIEHUE
K pealu3alyy Mep Mo 3aluTe MHPOopMaIuK, AOHKHA KOHCOJIMAUPOBATHCA
M XpaHMTBCS B  MeCTaX, HUCKJIIOYAIONIMX  MOJy4YeHHe K  Hei
HECaHKIIMOHUPOBAHHOT'O JIOCTYTIA.

MOHUTOPUHT  JaHHBIX O  3apPETUCTPUPOBAHHBIX  COOBITHAX
MH(GOPMaLMOHHON 0€30MacHOCTH JIOJIKEH MPOBOAUTHCS, 10 BOZMOKHOCTH, C
UCTIOJIb30BAaHUEM CHUCTEMbl MOHHUTOPUHIA WHIMICHTOB WH(POPMAIMOHHOM
0€30MacHOCTH WM BCTPOEHHBIX MEXaHW3MOB HACTPOHMKM U ayauTa
COOBITMM B MPOrpaMMHBIX H  INPOrPAMMHO-ANIApaTHBIX  CpPEACTBaX,
UCIONB3YEMBIX B HHPopManmoHHoil uH@pactpykrype ['BOY mikomnst Ne 600.

YnpasJieHue pucKkamu

Ompenenenre BHYTPEHHHX TpeOOBaHWUW 10 3amuTe HWHPOPMAIIHH,
JOJDKHBI OCHOBBIBATHCS HAa pe3yjibTaTaX IMPOBEACHUS aHajh3a PpPHUCKOB
HapylIeHUsT OCHOBHBIX CBOWCTB 0€30MacHOCTH Uil HMH(OPMALMOHHBIX
pecypcoB I'BOY mkomnsr Ne 600.

OCHOBOH OLIEHKH PHCKOB JIOJIKHA OBITh OILIEHKA YCIOBUH U (DAKTOPOB,
KOTOpBIE ~ MOTYT  CTaTh  IPUYMHOW  HApyUIEHHs  LIEJIOCTHOCTH,
KOH(QUICHIMATBHOCTH U JIOCTYIHOCTH ISl HMH(OPMALIMOHHBIX PECYypCOB
I'BOY mxonsr Ne 600.

PesynbraToM  NpoOBeACHUS  aHaIM3a  PUCKOB  JOJDKEH  OBITh
pa3paboTaHHBIN KOMILJIEKC MEp, HaIllpaBJICHHbIX Ha CHUKEHHE BO3MOXKHOI'O
HEraTUBHOI'O BIMSHUS Ha OCHOBHYIO AearenbHocTh ['BOY mikxoner Ne 600
IpU peain3allud TOW WM HMHOM Yrpo3bl Oe3omacHocTH HHGOpMaluu M
o0ecrneynBaOIUX B JaJbHEHIIEM J0CTaTOYHBIH YpPOBEHb 3alMIIEHHOCTU
uHpopmanmonubix cucteM I'BOY mikosbr Ne 600.



YnpagsiieHne HHIUACHTAME HHPOPMALMOHHON 0€30I1aCHOCTH

Hns  obecriedenust  d(PPEKTUBHOrO  pa3pelieHUs]  MHIMUJIEHTOB
uHpopMaimonHoit 6e3omacHoct B ['BOY mikome Ne 600, MuHUMHU3AUK
MOTEPh W YMEHBILIEHUS PHUCKA BO3HUKHOBEHHS TMOBTOPHBIX HHIIMJIEHTOB
JOJDKHO OCYILIECTBIATBCA YIpPaBJICHHE HMHUUACHTAMH HWH()OPMAIMOHHON
0e30macHOCTH.

Jis  ynpaBieHuss WHIMICHTaMH WH(POPMAlMOHHOM Oe30macHOCTH
JObKHAa OBITH cO3/laHa Cchy’k0a MOHUTOpPHHTa M pearupoBaHusl Ha
MHIMJICHTB WHGOPMALMOHHOM 0E30MacHOCTH, KOTOpas IOCPEICTBOM
KOMIUIEKCa CpEeACTB M MEpOIpHUSATHH Uit cOopa W KOHCOIHMJALUU
uHpOpMaMu 00 HHIMJEHTAaX pellaeT NaHHyK 3ajady. B oTHomeHuu
KOKIOr0  MPOM3OLIEAIIEr0  HMHIMJIEHTa pabOTHUKAaMH U3 CIIyXKObI
MOHUTOPHHIAa W  PEarMpoBaHUS HA WHIMJCHTHl MHPOPMALMOHHOM
0€30MacHOCTH  JIOJDKEH  BBIMOJHATHCS  €r0  aHaliu3, M pa3paboTka
3¢ PEKTUBHBIX MEp PearupoBaHuUs Ha JAHHbBIM MHIUICHT.

AyauT cucTeMbl odecriedeHnss HH(POPMaMOHHOM 0e30nmacHOCTH

B nmensix oueHku TEKyuero ypoBHS MH(OpMAaLMOHHOW 0€30MacHOCTH
I'BOY mkosna Ne 600 Ha peryiasipHON OCHOBE JOJDKEH IIPOBOAMTHCSA ayIUT
MH(GOPMallMOHHON OE3011aCHOCTH.

BHyTpeHHue ayauThl JOJDKHBI BBINOJIHATHCS paboTHukamu ['BOY
mkosiel Ne 600. B uuncio 3ajmay, pemaeMblx OpU MPOBEAECHUH BHYTPEHHUX
ayJUTOB MH(OPMAITMOHHON 6€30aCHOCTH, BXOSAT:

e cOOp M aHaIW3 HCXOAHBIX JAaHHBIX OO0 OpraHU3allOHHOH U
(YHKLHMOHANBHON CTPYKTYpe MH(POPMALMOHHBIX CUCTEM, HEOOXOIUMBIX
JUI  OLEHKH COCTOSIHHSI CHCTEMBbl 3allUThl WHGPOpPMAIMU; aHAIU3
YTBEPXKJICHHBIX OPraHU3aLMOHHO-PACIOPSAUTENIBHBIX JAOKYMEHTOB 10
3anmre MHQOPMAIMKM Ha TPEAMET MX IMOJHOTHI M 3(P(PEKTUBHOCTH, a
TaKxe (GopMupoBaHHE PEKOMEHAALUI 10 UX J0paboTKe WK pa3pabOTKU
HOBBIX;

o obocHoBaHue (UHAHCOBOM OS(PPEKTUBHOCTH BHOBH MPHOOpPETAEMBIX
CPEJCTB 3alIUThl HHPOPMAIUH;

® [IpOBEpKAa MPABWIBHOCTU BbIOOpA W HACTPOWKHM CpEACTB 3alllUThI
uHpopmanuy, (OPMHUPOBAHME TMPEIIOKEHUH 10 HCIOIb30BAHUIO
UMEIOIUXCS CPEACTB 3aIUThl MHPOPMALMU AJS MOBBILICHUS YPOBHS
Ha&KHOCTU U Oe3omnacHOcTH MHPopMarmoHHbix cucteM ['BOY mikone

Ne  600; aHalli3 OTYETOB IO MPOU3OLICAIIUM HHIUIAECHTAM
UHQOPMALMOHHONW 0€30MacHOCTH W NPUHATBIM  MepaM 1[0  HX
pa3pereHuIo.

IloBbIlIeHNE 0CBEIOMIEHHOCTH PAGOTHHKOB

B pamkax opraHuzanuu KOMIUIEKCHOTO TPOTHBOJCHCTBHUSA yrpo3am
Oe3omacHocTd MHpOpPMAIMK, UCXOASIUM OT paboTHUKOB ['BOY mmkomsr No
600 mommKHA TOCTOSHHO IIOBBIMIATECS HMX OCBEJOMIIEHHOCTH B 00JIaCTH
3alUThl THPOPMAITUH.

[ToBbmienne ocBemomseHHocTH padoTHukoB ['BOY mkomer Ne 600

OCYILIECTBIISETCS:

o mno cymectByomuM B ['BOY mikone Ne 600 opraHu3anvoOHHO-
pacrops,IUTENLHBIM JOKYMEHTaM;

o mno npumensembiM B ['BOY mxkxone Ne 600 mepam 3amuTh

nH(pOpMaLnK; TI0 IPAaBUIBHOMY HCIOJIb30BAaHUIO CPEJCTB 3alLUTHI

uHpOpMaIUU.

7 3AK/IIOYEHHE



[Ipy  u3MeHeHMHM  ACUCTBYIOLIETO  3aKOHOAATENbCTBA  Poccuiickon
Odenepanun B 00JacTH 3amUThl MHGOPMAIMHM, a Tak)Ke OpraHU3aIllMOHHO-
pacniopsiautenbHbiX JoKyMeHTOB ['BOY mikoinbr Ne 600 nacrosimas [lonutuka u
W3MEHEHUS K HeW MPUMEHSIFOTCSI B YaCTH, HE TPOTUBOPEYAICH BHOBh TMPUHATHIM
3aKOHOJIATEIbHBIM M HWHBIM HOPMATUBHBIM akKTaM, a TaKXe BHYTPEHHUM
nokyMeHTam ['bOY mxonsr Ne 600.

Bce TtpeGoBaHus, yCTaHOBIEHHBIC JCUCTBYIOIIMM 3aKOHOJATEIhCTBOM
Poccuiickoit  @enepanuy,  MNOA3aKOHHBIMM  aKTaMH W JIOTOBOPHBIMH
OoTHOIIeHUsAMH, a Takke mnoaxod ['BOY mkoaer Ne 600 x oOecneueHHIO
COOTBETCTBHS 3TUM TPEOOBAHHIM JIOJDKHBI OBITH SIBHBIM 00pa3oM OTpE/eICHbI,
JOKYMEHTHUPOBAHBI U MOJJIEPKUBATHCA B aKTyaJIbHOM COCTOSIHUH.

I'bBOY mxkxoma Ne 600 B mNpHOPUTETHOM  HAINpaBICHUU  JIOJKEH
paccMaTpuBaThCS TEPEXO0Jl Ha MPOrPaMMHOTO OOECHedYeHHe OTeUeCTBEHHOTO
MIPOU3BOAUTEIIS, BKIOYEHHOTO B CAMHBIA PEECTP POCCHHCKUX MPOrpamMMm IS
ANEKTPOHHBIX BBHIYMCIUTENBHBIX MAIllMH U 0a3 JaHHBIX. B TOM 4HCIE MO 4acTH
CEpPBEPHOT0, KOMMYTAIIMOHHOTO OOOpPYJOBaHUS M MPOTPAMMHO-AIMapaTHBIX
CPEICTB, BKIIYECHHBIX B EAUHBIMN peecTp POCCUMCKON PpaauO3JIEKTPOHHON
MIPOTYKITHH.

IlepecMoTp ¥ BHeceHHMe W3MEHEHUH B  Hacrtosmyro Ilomutuky
OCYLIECTBJISIOTCS HAa MEPUOJUYECKON Y BHEIIAHOBOUW OCHOBE.

8 CIIMCOK UCHOJIB30BAHHBIX NCTOYHHUKOB

1  ®enpepanbublii 3akoH oT 27.07.2006 Ne 149-03 «O6 unopmanum,
MH()OPMAIIMOHHBIX TEXHOJIOTHUSAX U O 3alIUTE HHPOPMALIUI.

2 ®epepanbubiii 3akoH OT 06.04.2011 Ne 63-d3 «OO0 »31meKTpOHHOM

TOJTHCID).
3 Ilocranonenue IlpaBurensctBa Poccuiickoin  ®enepanuu  oT
16.04.2012 Ne 313

«O6 ytBepxknaeHun [lonokeHUsT O JIMIEH3UPOBAHUU JIEATEIIBHOCTH IO
paspaborTke, MIPOU3BOCTRY, pacrpocTpaHEHHUIO P POBATHHBIX
(xpunrorpaduvecKmx) CpPEICTB, MHGOPMAITMOHHBIX CUCTEM u
TEJIEKOMMYHHUKAIIMOHHBIX ~ CHCTEM,  3allWIIEHHBIX C  HCIIOJIb30BaHUEM
mUPpPoBaIbHBIX  (KpUNTOTpadUUYeCKNX) CPEACTB, BBIMOIHEHUIO  paboT,
OKa3aHMUIO YCIyr B oOmacTh MmU(GpOBaHUS WHPOPMALNUHN, TEXHUUYECKOMY
00CITyKUBAaHUIO U PPOBATHHBIX (kpunrorpapuUecKux) CPEICTB,
MH(POPMALMOHHBIX CUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CUCTEM, 3alIMIICHHBIX C
UCTIIONB30BaHUEM  MIMQPOBANBbHBIX  (KpunTorpaduueckux) cpeacts  (3a
UCKITFOUEHHEM CIIydasi, €ClIM TEXHHUYECKOe OOCIyXHMBaHHWE  IMH(POBATBHBIX
(xpunrorpaduvecKmx) CpPEICTB, UH(POPMAIIMOHHBIX CUCTEM U
TEJIEKOMMYHHUKAIIMOHHBIX ~ CHCTEM, 3allMIIEHHBIX C  HUCIIOJIb30BaHUEM
mUppoBaIbHBIX  (KpUNTOrpaguyeckux) CpeiacTB, OCYIIECTBISIETCS Ui
obecriedeHns COOCTBEHHBIX HYXJ IOPHINYECKOTO JIMIA WM WHIWBHIYaTHHOTO

PEANPUHUMATEIIS).
4 TlocranoBnenue IIpaBurenbctBa Poccuiickoit  @epepanuu 0T
01.11.2012
Ne 1119 «O0 yTBepxkIeHUH TpeOOoBaHMit K 3alluTe
IIEPCOHAIIBHBIX JAHHBIX pu 170:¢ o0paboTke B

MH()OPMAIMOHHBIX CUCTEMAX MMEPCOHATBHBIX JTAHHBIXY.

5 Ilpuxka3 DAIICU oT 13.06.2001 Ne 152 «006
yTBepkIeHnH ~ MHCTpyKumu 00 opraHuszaluu U oOecredeHur 0e30macHOCTH
XpaHeHHs, OOpabOTKM W Tepeldayd IO KaHajlaM CBS3H C HCIOJIb30BAaHHEM
CpeAcTB Kpunrorpaduyeckod 3amuThl  HMHQOPMALMKM € OrpaHUYEHHBIM



JOCTYTIOM, HE COZAEpXkallell CBEICHHUH, COCTaBISAIOIIMX T'OCYAAPCTBEHHYIO
TaHY».

6 Ilpukas ®Cb Poccun ot 09.02.2005 Ne 66 «OO0
YTBEPKJICHUU [Tonoxenus o pa3paboTKe, MPOU3BOJACTBE, pealu3alld U
OKCIUTyaTalliil  IMU(PPOBAIBHBIX  (KpPUOTOTPAQUUECKUX) CPEACTB  3aIIUTHI
nndopmanuu (ITomoxenue ITK3-2005)y.

7 Hpuxaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkaeHUU
TpeOOBaHUI O 3amuTe WHPOPMALUHU, HE COCTaBISIOIIEH TOCyAapCTBEHHYIO
TaifHy, coleprKaleiicst B rocy1apCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMax».

8 IIpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «OO0 yTBepxaeHUH
COCTaBa W COJCp)KAHUS OPTraHU3AIMOHHBIX W TEXHHYECKHMX Mep TI0
obecreyeHno 0e30MacHOCTH IMEPCOHAJBHBIX JaHHBIX IpU MX 00paboTke B
MH(POPMALMOHHBIX CHCTEMAaX MEPCOHANBHBIX TaHHBIXY.

9 Ipuxaz ®Cb Poccum ot 10.07.2014 Ne 378 «OO yTBepkAcHUU
CocrtaBa M cojaep)KaHHMs OpPraHU3ALMOHHBIX W TEXHUYECKUX Mep MO0
o0ecriedeHno Oe30MacHOCTH MEPCOHAIBHBIX JAHHBIX TPU HX 00paboTKe B
MHPOPMALIMOHHBIX CUCTEMaxX IEPCOHAIBHBIX [JaHHBIX C MCIOJIb30BaHUEM
cpeAcTB Kpunrorpadguyeckoi 3amuThl WHPOpPMALWK, HEOOXOAMMBIX IS
BBINOJIHEHUsT  ycTaHOBJIeHHBbIX [IpaBurensctBom Poccuiickoit ®enepaunn
TpeOOBaHUH K 3aIIUTE MEPCOHATBHBIX JaHHBIX
JUI KaXKI0TO U3 YPOBHEH 3aIIUIEHHOCTIY.

10 TOCT P 51624-2000 <«3ammura uHpOpMAaIUK.

ABTOMaTH3UpPOBAHHbIE  CHUCTEMBbl B 3allMIIEHHOM HCIIOJHEHHH.
OO6mmue TpeOoBaHUSY.
11 TOCT P 51898-2002 «Acnektsl 6e3omnacHocTH. [IpaBuiia BKIItOUEHUs
B CTaHIAPTHD).

12 TOCT P 50.1.056-2005 «Texnuueckass 3ammra WHGOPMAIIIH.
OCHOBHBIE TEPMMHBI U ONIPENIEIECHUS.

13 TOCT P UCO/MBK 27001-2006 «NurpopManoHHAsE TEXHOJIOTHS.
Mertoap! u cpenctBa 6e3onacHocTu. CUCTEMBI MEHEKMEHTa HH(POpMAITMOHHON
6e3omacHocTH. TpeOoBaHMS.

14 TOCT P 50922-2006 «3ammra nHpopmanuu. OCHOBHbIE TEPMUHBI U

OTIpECIICHUS.

15 TOCT P  51275-2006 <«3amuta  uHdpopmamuu.  OOBEKT
uHpopmaruzauuu. Dakropel, Bo3AeHcTByromMe Ha HHGMopmauuoo. OOuume
MIOJIOKECHUS».

16 I'OCT P HUCO/M3BK TO  13335-5-2006  «MHupopmarroHHast
TexHoJorusi.  Meronbl M cpeacTBa obecriedeHus: OesomacHocTH. YacTp 5.
PykoBOICTBO 1O MEHEKMEHTY OE€30MaCHOCTH CEeTH.

17 TOCT P HCO/TO 13569-2007  «DuHAHCOBBIE  YCIYTH.
Pexomenmanuu no napopmMamoHHOM 6€30MacCHOCTIY.

18 TOCT P UCO/MBK 27005-2010 «MurpOopManMOHHAs TEXHOJIOTHS.
Metonbl u cpeactBa obOecreueHHs 0€30MacHOCTH. MEHEIKMEHT pHCKa
nH(pOpMaITMOHHOM 0€30IMaCHOCTI.

19 TOCT P UCO/MDBK 27004-2021 «WupopManmoHHas TEXHOJIOTHS.
Metoget W cpenctBa  oOecriedyeHHS — 0€30mMacHOCTH.  MeEHEIKMEHT
nHGOpMallMOHHON 0e30MmacHOCTU. MOHUTOPUHI, OILIEHKAa 3alllUIICHHOCTH,
aHaJIM3 ¥ OILICHUBAHHEY.

20 TOCT P 51897-2021 «Menemxment pucka. Tepmunsl u

OTIpENICIICHUS .

21 TOCT P 52069.0-2013 «3amura uapopmanmu. CucreMa CTaHIapTOB.

OCHOBHBIE TIOJOKEHUS.



22 Konnenuuss MHGOPMAMOHHOW 0E30MAaCHOCTH  HCIIOJHUTEIBHBIX
opranoB rocynapcrseHHol Biaactu Cankt-IlerepOypra ot 20.02.2023.



